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Abstract 
Resource management is one of the key research issues for distributed multi-agent systems. Discrete 

optimization problems are generally NP-hard problems, therefore a single working strategy cannot be proposed. 
In research upon meta-heuristics algorithms on load balancing and resource management, it is necessary to 
provide a flexible testing platform for distributed computing. This paper presents a general overview of the Java 
Multi-Agent System Balancer (JMASB) framework with working principles explained in details; additionally 
sample project is presented. 

Keywords: Load Balancing, Multi-Agent System, Resource Management 

 
1. Introduction 

Resource management has been an active 
research area for a considerable period of time. By 
deploying mobile agent environments, a good global 
system performance [8][19], an adaptation capability 
[10][14], as well as robustness and fault-tolerance can 
be achieved. A load balancer can increase the 
capacity of each of the networked computers, as it 
secures each component with a remote access to all 
resources available in the network [8]. This, in turn, 
enables users to have an inexpensive access to high-
end computational capacities on the Internet [9]. The 
use of a load balancer can generate several other 
benefits, such as a reduction in network traffic [10], 
autonomous activities of agents [6][12][15], and a 
decentralized network management [9]. 

A variety of approaches is a considerable 
problem while designing a working load balancer. 
The reason for this vast number of working schemas 
is the fact that discrete optimization problems are 
generally NP-hard problems [4]. The “P vs. NP” 
problem is one of the seven open Millennium Prize 
Problems of the Clay Mathematics Institute. 
However, it is now commonly believed that P ≠ NP 
[4][18][24]. It is rather unlikely that there can ever be 
any efficient (Polynomial Time) exact algorithms 
able to solve NP-hard problems. Thus, a single 
working strategy cannot be proposed until P = NP. 
When the size of NP-hard problem instances grows, 
the number of iterations needed to solve the problem 
becomes tremendous [18]. Then, super-polynomial 
time algorithms are best achievable [22]. 

The Computational Complexity Theory 
considers meta-heuristic algorithms one of the most 
practical approaches for combinatorial optimization 
problems [24]. The term meta-heuristic derives from 
the Greek “µετá” (a higher level) and “ευρισκειν” (to 

discover). A meta-heuristic algorithm is a scientific 
method used to solve a problem with the help of an 
iterative stochastic (Greek: “στοχαστικός” – to guess) 
process. A heuristic algorithm usually gives up the 
optimality of the solution, in order to finish within a 
satisfactory timeframe [4][24]. Generally speaking, it 
is able to find a considerably good solution, but there 
is no proof that the obtained result could not be 
better, or that the found solution is going to be 
feasible at all. 

In research upon meta-heuristics algorithms on 
load balancing and resource management, it is 
necessary to provide a flexible testing platform for 
distributed computing. Most of the world-known 
stochastic algorithm solutions provide only a general 
description of the strategy, not giving any details of 
the strategy implementation for certain problems. 
This approach renders the schemas more universal; 
however, a developer has to interpret the strategy to 
suit the optimization problem. Thus, providing a 
good testing platform is a critical stage of the 
research. Such a framework should be capable of 
implementing various, sometimes very complex, 
schemas with a very high level of abstraction. 

The JMASB (Java Multi-Agent System 
Balancer) framework is a natural extension to IBMs 
Aglets WorkBench [5]. The project started in early 
2005, as a meta-searcher experimental engine named 
MASE (Multi-Agent Search Engine). The results of 
the experiment were later published [19] in 
International Journal of Intelligent Information and 
Database Systems. The MASE utilized Aglets with 
basic AI implemented as separate and independent 
searching agents. The result was quite interesting as, 
on the basis of users’ keywords, the agents were able 
to learn the best source for a particular type of 
information. Also, the engine proved very resistant to 
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various malicious techniques designed to influence 
the ranking of a given web-page, such as infamous 
“Google Bombs” [1]. 

There exists several other frameworks, which 
enable researcher to utilize meta-heuristics approach 
for load balancing, e.g.: [14] and [16]; however, the 
JMASB introduces potentially unlimited number of 
monitored resources [20]. Additionally, the JMASB 
supports the agents’ experience gathering schemas 
[19], which can give the edge over similar 
combinatorial optimization models. The presented 
framework has highly modular architectures; 
therefore important components can be independently 
developed to create optimizers for a wide range of 
systems. 

The JMASB framework, in its initial state, was 
first publicly released in 2007 [18], at the 1st KES 
Symposium on Agent and Multi-Agent Systems – 
Technologies and Applications, an international 
scientific symposium organized by KES 
International, and Institute of Information Science 
and Engineering, Wroclaw University of Technology 
in Poland. The platform was used to demonstrate a 
novel load balance strategy based on comparing 
resource vectors. Since its last presentation, the 
JMASB has been under heavy development, and so, 
compared to its initial version, now it offers extended 
features. The current JMASB version is able to utilize 
agent capabilities such as autonomy, adaptation and 
communication abilities; cooperation schemas, 
experience gathering and negotiation features 
[7][8][12][14]. Also, the initial dependency of the 
framework to IBM Aglet WorkBench has been much 
reduced; most of framework objects can now be 
easily adapted for use with other agent architectures. 
Nevertheless, the IBM’s Aglets WorkBench is still 
the core package for the JMASB framework. 

This paper presents a general overview of the 
JMASB framework.  It is organized as follows: the 
second secion presents IBMs Aglet WorkBench, 
defines an agent and provides short comments on 
proposed definitions and ideas. Third section 
mentions the working MASE project created with the 
help of Aglets. The fourth section explains working 
principles of JMASB in details and presents a sample 
project. Finally, the last section summarizes the 
article and points out to some possible improvements 
and the course of further development.  

 

2. Aglets WorkBench 
The Aglets WorkBench, an agent-based 

framework, has been developed in IBM’s Tokyo 
Research Laboratory by Mitsuro Oshima and Danny 
Lange. IBM selected Java as an implementation 
language for Aglets. One of the Java’s big advantages 
is its platform independence. Java applications can be 
used regardless of the type of the operating system, in 

almost every environment. Therefore, both Aglets 
and JMASB platforms can work virtually on any 
system, subject to existence of a proper JVM (Java 
Virtual Machine). 

 

2.1 An agent 
Agent technology was predicted to become the 

next mainstream computing paradigm. In 1992, 
agents were described as “the important step in 
software engineering” [17] or “the new revolution in 
software” [7]. So, the idea behind agent-based 
systems is not brand-new. Most agent frameworks 
(e.g.: SOAR, JAM, JADE) were developed between 
1997 and 2001. They were considered a viable 
solution for large-scale industrial and commercial 
applications, such as spam-filtering, a traffic light 
control or even in forecasting stock market prices. 

Contrary to what was predicted, however, the 
agent technology is not a “solution to everything” 
(e.g.: advanced spam-filters are made through neural 
networks today). Nevertheless, agents are still an 
interesting idea and the technology can be used in 
many ways. Agents integrate many disciplines of 
computer science such as artificial intelligence, 
decentralized systems, adaptive learning, self-
organizing systems, load balancing and expert 
systems [3][7][10][14] – just to name a few. 

The agent could be generally defined as a 
component of software and/or hardware which is 
capable of acting exactingly in order to accomplish 
tasks on behalf of its user [15]. This definition serves 
rather as an umbrella term to cover a range of 
approaches. It is hard to put forward any precise 
definition of an agent being. Nevertheless, an agent 
can be described as a being which is supposed to act 
intelligently on environment changes and the user’s 
input [6]. 

 
2.2 Event-driven architecture 

The IBMs Aglets WorkBench is characterized as 
an event-driven architecture. In event-based 
programming, the flow of the system is determined 
by incoming actions (events) or messages from other 
programs. The first step in developing an event-
driven program is to write event-handlers and 
callback methods, and define the events which will 
trigger these routines. The Aglets framework 
provides several predefined methods as event 
templates so that a programmer needs only to supply 
an event code. Java has been a good choice for agent 
architecture as it supports asynchronous calls to the 
methods that handle the input received in a program. 

Every Aglet agent extends the 
com.ibm.aglet.Aglet class which provides basic 
functionality and methods. The Aglet should also 
implement run() and handleMessage(Message) 
methods. The run() method acts as a main entry point 
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for an Aglet application; the run() method is invoked 
each time an Aglet arrives at a new host, also when 
an Aglet is created [5]. The handleMessage(Message) 
method is generally used for communication between 
Aglets, but also for serving http requests. If a Tahiti 
Aglet server has enabled an “Accept HTTP Request 
as Message” option in Network Preferences, the 
Aglet can also work as a simple web server. 
Unfortunately, the Aglets framework does not 
provide any interface for http session handling (i.e. 
cookies, hidden fileds, etc.); also the Secure 
Hypertext Transfer Protocol (https) is not supported. 
Several standard www functionalities should be 
implemented or imported in order to create a mobile 
www server with Aglets technology. 

 

2.3 Aglet mobility 
One of the most interesting features of an agent 

is its mobility. Depending on their implementation, 
agents can be dispatched and then they can continue 
their execution on another machine [3][11]. Usually, 
an agent can carry its object state. Moreover, it is not 
only the data that can be moved to another server, but 
also the code processing it. Agent frameworks 
support weak or strong migration mobility.  

Unfortunately, Java Virtual Machine does not 
support any method of accessing an execution stack 
or order counter. Therefore, most mobile agent 
systems implemented in Java provide only a weak 
migration. In this approach, only agent data and code 
are moved, not the state [3]. This results in a very 
unnatural coding style as the agent has to be 
implemented as a state machine. Nevertheless, Aglets 
can be enhanced to support strong mobility; and this 
approach is explained in details in [3] and [21]. 

Aglets are deployed on a Tahiti server which is 
an internal part of the Aglets WorkBench. A user can 
run multiple Tahiti servers on a single computer by 
assigning them with different port numbers. A current 
Tahiti server from ASDK 2.0.2 fully supports the 
ATP/0.1 specification [5]. Tahiti provides GUI for 
monitoring, creating, dispatching and disposing of 
agents. All functionality is also available through the 
Aglet API. A mobile Aglet can halt its execution, 
move to another host on the network while 
maintaining its state, and resume the execution on the 
destination host. The Aglet is transferred to the target 
host by ATP (Agent Transfer Protocol), a uniform 
application-level protocol for agent transfer, designed 
by the authors of Aglet WorkBench [11]. The ATP 
protocol can transfer agent status along with its 
executable code and required libraries. Thus, a well 
designed agent is a completely self–sufficient 
package. 

 

3. The MASE project 
The MASE (Multi-Agent Search Engine) is an 

agent-based system which can be used for 
information retrieval in the Internet. The MASE acts 
as a meta-searcher engine; it gathers documents’ 
information with help of independent agents. This 
engine utilized Aglets with basic AI implemented as 
separate searching agents with the ability to learn. 
Due to the use of the consensus methods, the final 
result contains the answers from all agents and gives 
a high location to the documents which are relevant 
to a big number of agents [19]. 

The MASE project provides end-user interface 
as a simple www page [19]: 

 

 

Figure 1: Meta-searcher MASE [19] 
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The MASE system consists of one coordinating 

agent (MasterAglet) and a number of searching 
agents (SlaveAglet). When a user types a query into 
the search field, the MasterAglet dispatches 
SlaveAglets to various nodes available in the system. 
When a searching agent arrives at the host, it begins 
to query the chosen search engine (e.g.: Google, 
Yahoo, AltaVista, AskJervis, etc.). The SlaveAglet 
also filters data from a searcher in order to retrieve 
valid document links only. After a list of documents 
has been completed, the searching agent returns to its 
master node and reports back to MasterAglet. The 
MasterAglet dynamically computes a ranking of 
documents and displays it to the user through a 
presented www interface [19]. 

Searching agents have basic AI (Artificial 
Intelligence) implemented. Every SlaveAglet has its 
own knowledge database (implemented in SQL 
Server 2000 Desktop Engine). After a coordinating 
agent has computed the master ranking, rankings 
from all searching agents are compared with the 
master one, and each searching agent receives a 
computed level of similarity. A SlaveAglet updates its 
own knowledge database based on the selected search 
engine, the user’s keywords and the level of 
similarity received from MasterAglet. On the basis of 
the gathered knowledge, the agent decides which 
searcher to use during the next search [19]. In this 
way, the agent learns which search engines are better 
suited for certain keywords.  

There exist several ways to cheat search engine 
algorithms to improve the page rank. One of them is 
already mentioned “Google Bombs” [1], also referred 
to as “link bombs”. However, there is no universal 
method to alter all search engines; Google and 
Yahoo! rankings can be easily influenced with 
“Google Bombs”, but the Teoma searcher remains 
immune to them. Therefore, it seems to be more 
advantageous to use several search engines instead of 
one. Such an approach has been used in MASE 
searcher and the designed engine proves very 
resistant to various malicious techniques designated 
to influence the ranking of a given web-page. Thus, 
the usefulness of this concept has been confirmed. 
“Preventing comment spam”, an entry in Google 
Blog on January 12th, 2005, is an interesting aspect 
of this issue. Google declares that hyperlinks with the 
tag “ref=’nofollow’” will not be considered important 
when computing a page rank for the target page. 
Many other searchers (e.g.: MSN, Yahoo!) support 
this declaration. 

The MASE project has utilized a number of 
mobile agents in order to spread tasks among 
predefined nodes and to unload the master node. 
Such architecture can handle up to ca. 80 agents, with 
two machines; please refer to [19] for details. The 
project has been focused on computing the best 

document ranking, with the use of an intelligent agent 
technology. Therefore, only a static task distribution 
strategy has been implemented. Nevertheless, the 
MASE offers a good foundation for more advanced 
load balancing strategies. 

 
4. The JMASB framework 

The Java Multi-Agent System Balancer package 
is a natural extension to the IBM’s Aglets WorkBench 
framework. However, it can be also used as a 
separate package. Its main purpose is to simplify 
distributed environment creation and provide an 
automated resource manager. The deployment of this 
package can help to achieve a good level of the 
global system performance by dynamically 
dispatching tasks to adequate machines in the 
network; here they are referred to as nodes. 

 
4.1 Working principles 

The idea is quite straightforward – the agent 
ability to migrate its code, or even to carry its state, 
allows us to spread the tasks of one user to several 
other idle machines in the agent network. 
Nevertheless, a parallel processing is usually 
described as very dynamic, complex and 
unpredictable [8][10]. Some of the agent properties, 
such as autonomy, social ability, goal-directed 
behaviour, reactivity and proactiveness [6][15], can 
be used to build solutions to such problems. 
However, the load balancing strategy should be 
viewed as a global schema. 

Nowadays, computer networks often contain 
applications which can simultaneously use resources 
of a number of computer environments in order to 
spread tasks to several machines. Some applications 
use a central server [8][19] while others can manage 
the load asynchronously [10]. The first schema is 
usually easier to maintain, but the other one often 
proves more reliable. 

The JMASB can utilize both approaches. 
However, a decentralized management usually needs 
a number of messages to update the load information 
and the balance load among the nodes. Several 
features have been provided to confront this problem 
and minimize the network traffic, i.e. the proxy 
pattern has been introduced. The 
com.jmasb.node.NodeProxy class acts as a remote 
node reference; it also caches the referenced node 
statistics, therefore minimizing the number of load 
information messages required. The cache is 
refreshed occasionally, according to cache 
invalidation schema IAVI (Invalidation by Absolute 
Validity Interval) presented in [25]. 

The IAVI schema assigns AVI (Absolute Validity 
Interval) values to certain data items, indicating how 
rapidly the data value is going to change, i.e. an 
average life-span of data value [25]. The IAVI 
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schema estimates the update frequency of a node 
proxy cache, based on previous update intervals and 
the difference in retrieved resource levels. Thus, 
references to some dynamic nodes have to be 
refreshed even a couple times per minute, while more 
static ones can have their statistics unchanged for a 
longer time. This approach, originally designed for 
mobile computing systems, works well in the 
JMASB framework. 

4.2 Package structure 
This paper presents JMASB release v1.7; the 

package structure design is pretty much finished. 
However, there is a possibility of new features being 
added into the next versions, and thus extending the 
packages. The table below roughly describes the most 
important objects found in the JMASB package: 

 

Figure 2: JMASB package 

 
4.3 Sample implementation 

The current JMASB version assumes that the 
system uses dedicated nodes, i.e. the resource 
available on networked machines does not change 
during the system execution. The resources levels on 
nodes become defined once, upon node creation. 
Nevertheless, in the future releases these values are 
refreshed automatically on interval basis. 

For the demonstration, two machines were used: 

Figure 3: Testing environment 

 
The working environment must be first defined 

in JMASB. As JMASB is not capable of auto-
detecting available resources yet, the system needs to 
be configured first. Both machines presented above 
were benchmarked and their resources were 
measured. 

The CPU computing powers were measured by 
PerformaceTest by PassMark™ Software, producing 
an average speed ratio 5:1, with SSE and SSE2 
instruction sets disabled. Please, note that SSE and 
SSE2 instruction sets are not used in J2SE’s JVM 
(Java Virtual Machine) versions prior to 1.4.2. The 
ratios were also confirmed by the GIMPS (Great 
Internet Mersenne Prime Search) project [23]. The 
GIMPS project was formed in January 1996 by 
George Woltman, to invent new world-record size 
Mersenne primes. Thousands of users have replaced 
their screen savers with this more productive use of 
their computers idle time. In April 2009, the GIMPS 
project invented the 47th known Mersenne prime 
which is the largest prime number known today. 
Additionally, from the beginning of 1996 until today, 
the GIMPS project has been gathering excellent CPU 
computing power database for CPUs. 
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The available system memory and free disk 
space ratios were counted as they appeared: 4:1 and 
1:4, respectively. The JMASB package assumes that 
the value of 100% is the highest resource level 
possible, thus ratios were normalized to 100, as 
presented below: 

Table 1: Resource levels 
Resource ComputerOne ComputerTwo 

Computation power 100 20 

Available memory 100 25 

Available disk space 25 100 

 
The listing below presents the creation and 

initialization of two nodes in the system: 
ComputerOne and ComputerTwo. Six agents are 
initially assigned and deployed on ComputerOne; 
with resources measured in a similar way as available 
resources on nodes. The task creation process is 
skipped because, otherwise, the listing would be too 
long: 

 

 
package com.jmasb; 
 
import com.jmasb.agent.*; 
import com.jmasb.node.*; 
import com.jmasb.resources.*; 
import com.jmasb.strategy.*; 
import com.jmasb.task.*; 
 
public class SampleJMASB { 
 public static void main(String[] args) throws Exception { 
  ResourcesVector resComputerOne = new ResourcesVector(new int[]{100,100,25}); 
  ResourcesVector resComputerTwo = new ResourcesVector(new int[]{20,25,100}); 
 
  Node nodeComputerOne = new Node("atp://192.168.1.1:434/",resComputerOne); 
  Node nodeComputerTwo = new Node("atp://192.168.1.2:434/",resComputerTwo); 
 
  ResourcesVector resTask1 = new ResourcesVector(new int[]{10,20,0}); 
  ResourcesVector resTask2 = new ResourcesVector(new int[]{10,50,0}); 
  ResourcesVector resTask3 = new ResourcesVector(new int[]{10,10,0}); 
  ResourcesVector resTask4 = new ResourcesVector(new int[]{5,5,50}); 
  ResourcesVector resTask5 = new ResourcesVector(new int[]{30,5,0}); 
  ResourcesVector resTask6 = new ResourcesVector(new int[]{20,10,20}); 
   
   ... 
   
  Agent agent1 = new Agent("Agent1",task1); 
  Agent agent2 = new Agent("Agent2",task2); 
  Agent agent3 = new Agent("Agent3",task3); 
  Agent agent4 = new Agent("Agent4",task4); 
  Agent agent5 = new Agent("Agent5",task5); 
  Agent agent6 = new Agent("Agent6",task6); 
   
  nodeComputerOne.addAgent(agent1); 
  nodeComputerOne.addAgent(agent2); 
  nodeComputerOne.addAgent(agent3); 
  nodeComputerOne.addAgent(agent4); 
  nodeComputerOne.addAgent(agent5); 
  nodeComputerOne.addAgent(agent6); 
   
  AbstractStrategy strategy = new GREEDY(); 
  strategy.go(); 
 } 
} 

 
Upon creation, a node object registers itself 
automatically in a local NodeManager. However, a 
NodeProxyManager must be invoked to create a 
proxy object to remote nodes. Node objects are 
created statically as they are considered an immutable 
part of the network, but agents are mobile objects and 
need to be assigned to certain nodes.  

One of the implemented strategies is instanced 
and executed with the go() method. The strategy 
retrieves a collection of currently registered Node 
objects from a NodeManager and Agent objects from 
an AgentManager. Depending on the strategy and the 
used model, every agent or node can take 
autonomous decisions or be centrally managed by 

master schema. Both approaches have their 
advantages and disadvantages. In case of the 
GREEDY strategy, the decision process is 
decentralized and node-managed; every node 
monitors its available resource levels and dispatches 
the most resource–consuming agents to an alternative 
node. This schema is based on the one proposed in 
[2]. For more advanced strategies, please, refer to 
[20], with BALANCE schema explained in [13]. 

 
4.4 Results 

The execution log below presents the system 
flow: 

 



 

11/08/07 12:26:44.901  INF: Agent [Agent1] deployed on atp://192.168.1.1:434/ 
11/08/07 12:26:44.901  INF: Agent [Agent2] deployed on atp://192.168.1.1:434/ 
11/08/07 12:26:44.901  INF: Agent [Agent3] deployed on atp://192.168.1.1:434/ 
11/08/07 12:26:44.932  INF: Agent [Agent2] initializing... 
11/08/07 12:26:44.932  INF: Agent [Agent1] initializing... 
11/08/07 12:26:44.932  INF: Agent [Agent4] deployed on atp://192.168.1.1:434/ 
11/08/07 12:26:44.932  INF: Agent [Agent5] deployed on atp://192.168.1.1:434/ 
11/08/07 12:26:44.932  INF: Agent [Agent3] initializing... 
11/08/07 12:26:45.008  INF: Agent [Agent6] deployed on atp://192.168.1.1:434/ 
11/08/07 12:26:45.008  INF: Agent [Agent4] initializing... 
11/08/07 12:26:45.008  INF: Agent [Agent6] initializing... 
11/08/07 12:26:45.107  INF: Agent [Agent5] initializing... 
11/08/07 12:27:38.112  INF: --------------------------- 
11/08/07 12:27:38.112  INF: atp://192.168.1.1:434/ [ 100/100(0) 80/100(20) 90/25(-65) ] Agent1 Agent2 Agent3 Agent4 Agent5 
Agent6 
11/08/07 12:27:38.154  INF: atp://192.168.1.2:434/ [ 0/20(20) 0/25(25) 0/100(100) ] 
11/08/07 12:27:38.154  INF: --------------------------- 
11/08/07 12:27:41.045  INF: Agent [Agent4] stopping... 
11/08/07 12:27:44.671  INF: Moving agent [Agent4] to atp://192.168.1.2:434/ 
11/08/07 12:27:57.390  INF: Agent [Agent4] deployed on atp://192.168.1.2:434/ 
11/08/07 12:27:57.390  INF: Agent [Agent4] initializing (continue)... 
11/08/07 12:29:26.275  INF: --------------------------- 
11/08/07 12:29:26.293  INF: atp://192.168.1.1:434/ [ 95/100(5) 60/100(40) 40/25(-15) ] Agent1 Agent2 Agent3 Agent5 Agent6 
11/08/07 12:29:26.293  INF: atp://192.168.1.2:434/ [ 5/20(15) 20/25(5) 50/100(50) ] Agent4 
11/08/07 12:29:26.293  INF: --------------------------- 
11/08/07 12:29:28.807  INF: Agent [Agent6] stopping... 
11/08/07 12:29:30.171  INF: Moving agent [Agent6] to atp://192.168.1.2:434/ 
11/08/07 12:29:39.909  INF: Agent [Agent6] deployed on atp://192.168.1.2:434/ 
11/08/07 12:29:39.983  INF: Agent [Agent6] initializing (continue)... 
11/08/07 12:30:12.464  INF: --------------------------- 
11/08/07 12:30:12.464  INF: atp://192.168.1.1:434/ [ 85/100(15) 55/100(45) 10/25(15) ] Agent1 Agent2 Agent3 Agent5 
11/08/07 12:30:12.464  INF: atp://192.168.1.2:434/ [ 15/20(5) 25/25(0) 80/100(20) ] Agent4 Agent6 
11/08/07 12:30:12.464  INF: --------------------------- 

 
Initially, all six agents were deployed on the 

ComputerOne node. The strategy detected that one of 
the nodes does not have enough resources, i.e. there 
was not enough disk space. Thus, the system selected 
Agent4 as the most resource–consuming and 
migrated it to another idle machine. After a minute, a 
monitor on the first node noticed again that there are 
not enough resources. Then, the strategy selected yet 
another agent (Agent6) and dispatched it to the 
second node. 

After four minutes, the system was stabilized 
and no node was overloaded. During the execution, 
two agents were migrated to the second machine and 
their tasks were continued. 

This demonstration proves the usefulness of the 
technology even in a small system. The JMASB 
package has been tested up to 4 nodes and 42 agents 
[20]. However, it is fairly possible to deploy even 
larger groups of agents (up to 80) [19]. The 
decentralized approach can utilize a potentially 
unlimited number of agents. However, the 
exponentially increasing network traffic needed to 
exchange a number of load messages between nodes 
could set a limit for larger instances of the system 
[9][25]. This has been confronted by the introduction 
of proxy references with a cache feature, but it can be 
dealt with further by introducing a hierarchy of node 
connection, where nodes communicate only with 
their neighbours. 

 
5. Conclusion 

This paper presents the JMASB framework 
which is a natural extension to IBMs Aglets 
WorkBench, and provides customizable load balance 
strategies for a number of mobile tasks in a 
distributed environment. The JMASB is implemented 
into pure java so it can be used regardless of the 

operating system type in almost every environment, 
subject to existence of a proper java virtual machine. 

As it was demonstrated, the JMASB has grown 
to a matured and very flexible product. Still, it is 
going to be extended further in terms of user-friendly 
interface, better automation and a possibility to utilize 
more sophisticated schemas. 

The current work on the JMASB project focuses 
on designing and implementing more effective 
algorithms for load balancing, such as Genetics 
Algorithms or Quantum Annealing [22][24], rather 
than implementing any additional functionalities. 
However, a few functional features should be 
considered for implementation, e.g.: an automated 
detection of resource levels, support for a native 
(non-java) task execution and an ability to create a 
node-connection hierarchy. These updates shall be 
considered in our future work on the system. 
Nevertheless, the JMASB framework in its current 
state fulfils its requirements. 
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Abstract 

The wide-band code division multiple access (WCDMA) based 3G and beyond cellular mobile wireless 
networks are expected to provide a diverse range of multimedia services to mobile users with guaranteed quality 
of service (QoS). To serve diverse quality of service requirements of these networks it necessitates new radio 
resource management strategies for effective utilization of network resources. Call admission control (CAC) is a 
significant component in wireless networks to guarantee quality of service requirements and also to enhance the 
network resilience. In this paper a utility based CAC is proposed to achieve a better balance between resource 
utilization and quality of service provisioning with adaptive multirate technique (AMR). The CAC model of this 
network is valid for the real-time (RT) and non-real-time (NRT) calls having different data rate. Simulation 
results demonstrate the effectiveness of the proposed call admission control.  

Keywords: Call admission control, Wide band code division multiple access, Adaptive Multirate, Wireless 
networks, Quality of service.   

 

1. Introduction 
Third generation wireless communication 

systems are designed for multimedia services such as 
audio, video and data communication with enhanced 
high data rates. This will create new opportunities not 
only for manufacturers and operators, but also for the 
service providers of such applications using these 
networks. In the standardization forums, wideband 
code division multiple access (WCDMA) technology 
has emerged as the most widely adopted third 
generation air interface network [1]. Its specification 
has been created in 3rd generation partnership project 
(3GPP), which is the joint standardization project of 
the standardization bodies from Europe, Japan, 
Korea, the USA and China. Within 3GPP, WCDMA 
is called universal terrestrial  radio access (UTRA) to 
cover both frequency division duplex (FDD) and  
time division duplex operation (TDD).  

 The universal mobile telecommunication 
System (UMTS), a WCDMA based network, is 
required to support a wide range of applications each 
with its own specific QoS requirements. There are 
four distinct QoS classes of service namely, 
conversational, streaming, interactive and 
background. Each class has its own QoS 
specifications such as delay and bit error rate (BER). 
One of the main challenges in 3G and beyond 
wireless networks is to guarantee QoS requirements 

while taking into account radio resource limitations. 
Call admission control is a technique to manage radio 
resources for optimizing the overall network 
performance. CAC is one of the radio resource 
management (RRM) process of making a decision for 
a new call admission taking into account the amount 
of available resource and users QoS requirements [5]. 

In call admission control strategies, a user 
originates a call to the network requesting a desired 
QoS. The network must check two things before 
accepting the call request. First, network must make 
sure that it has sufficient bandwidth to allocate to the 
user. Second, it must determine if, after admitting the 
user, it can continue to provide the same QoS for all 
existing connections. Thus, before the network 
admits the new user, it should determine whether it 
can meet the QoS for all connections, old as well as 
new.  

The capacity of WCDMA cell is defined in 
terms of cell load where the load factor, is the 
instantaneous resource utilization bounded by the 
maximum cell capacity. Instantaneous values for the 
cell load range from 0 to 1 [6-8]. Using this load 
factor, a QoS-aware CAC algorithm for WCDMA 
based networks is designed for different services by 
fixing thresholds to each service according to their 
utilization [9].  
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This paper is organized as follows; Section 2 
discusses the call admission control scheme for 
WCDMA wireless network and the adaptive multirate 
technique. Section 3 outlines the proposed utility 
function based call admission control scheme. 
Section 4 brings out the simulation results for 
downlink capacity calculation for different services 
with and without utility function. Section 5 concludes 
the paper. 

 

2. Call Admission Control Scheme  
 

Call admission control is one of the major tasks 
of radio resource management (RRM). when a new 
connection is set up, the admission control will be 
used to guarantee that there are free radio resources. 
In addition, CAC determines which base station will 
have power control and must have sufficient 
bandwidth to support the new connection without 
dropping any of the existing ones. If this condition is 
not met, the new connection request will be rejected. 
This check is done whenever a user enters a new cell, 
either through a new call or handover call [10].This 
section explains about the CAC for WCDMA system 
with adaptive multi rate technique to enhance the 
voice user capacity. 

 

A. CAC for WCDMA 

The two most commonly used call admission 
control schemes are wideband power based (WPB) 
scheme and throughput based (TB) scheme [11,12]. 
The principle of this scheme is a new user is admitted 
when the new load factor after the new user’s 
admission does not exceed the predefined threshold.  
The uplink and downlink directions are considered 
and only if the condition is met, the new connection 
request can be admitted.  

The new load factor for the network uplink or 
downlink is the sum of the existing uplink or 
downlink load factor and the increase in load 
factor∆L . 

 

∆Lηη OldNew +=                                                (1) 

The computation of the uplink existing load 
factor and the downlink existing load factor is shown 
in (2) and (3) respectively 

 The computation of ULη  is given by 
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where  

         W is the chip rate  

          vj is the activity factor of jthuser  

          R is the bit rate of jthuser  

           Eb/No is bit energy to noise density ratio of        
jth user  

         i is the total interference 

         N is the number user 

The computation of DLη  is given by 
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avα is the average orthogonality factor of the cell. 

 

B. Adaptive Multirate Technique  

 

The speech codec in UMTS will employ the 
adaptive multirate (AMR) technique. These services 
are initially provided through the circuit switched 
core network in WCDMA, but they can later be 
provided also through the packet switched core 
network. The multirate speech coder is a single 
integrated speech codec with eight source rates such 
as 12.2 (GSM-EFR), 10.2, 7.95, 7.40 (IS-641), 6.70 
(PDC-EFR), 5.90, 5.15 and 4.75 kbps. The AMR bit 
rates can be controlled by the radio access network. 
To facilitate interoperability with existing cellular 
networks, some of the modes are same as in existing 
cellular networks. The 12.2 kbps AMR speech codec 
is equal to the GSM EFR codec, 7.4 kbps is equal to 
the US-TDMA speech codec, and 6.7 kbps is equal to 
the Japanese PDC codec. The AMR speech codec is 
capable of switching its bit rate every 20 ms speech 
frame upon command.  

The bit rate of the AMR speech connection can 
be controlled by the radio access network depending 
on the air interface loading and the quality of speech 
connections. During busy hours, it is possible to use 
lower AMR bit rates to offer higher capacity while 
providing slightly lower speech quality. Also, if the 
mobile is running out of the cell coverage area and 
using its maximum transmission power, a lower 
AMR bit rate can be used to extend the cell coverage 
area. With the AMR speech codec it is possible to 
achieve a trade-off between the network capacities, 
coverage and speech quality according to the 
operator’s requirements. 
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3. CAC Scheme -AMR Technique 
 

The performance of utility function based CAC 
algorithms is analyzed in the downlink channel of 
WCDMA network. The downlink load factor is set to 
0.7 to maintain the channel load without affecting the 
QoS. With in the load factor limit of the channel the 
load factor for different services are selected 
according to the service needs and QoS [13]. The 
new call request is admitted as per flow chart shown 
in Fig.1. 

The new load factor for the downlink is the sum 
of the existing downlink [14] load factor DLη and the 
increase in the load factor∆L . The new load factor 
cannot exceed a predefined threshold: 

 

dDLthersholDL η∆Lη ≤+                                         (4) 

  

Initially the call is identified as voice call or data 
call and then it is checked for the resource 
availability as per load factor threshold value for 
individual service. The sum of new call load and 
existing connection load is less than the threshold 
value of individual services then the call is admitted 
otherwise it is rejected. 

 

esholdDLvoicethrDLvoice η∆Lη ≤+                             (5) 

 

sholdDLdatathreDLdata η∆Lη ≤+                               (6) 

 

esholdDLvoicethrη  is the downlink load factor voice 

threshold value. 

sholdDLdatathreη  is the downlink load factor data 

threshold value. 

 One major limitation of the fixed threshold 
schemes is that the reserved capacity for voice traffic 
classes may remain unutilized while video priority 
classes are being blocked. In the proposed scheme the 
unutilized resources are utilized by blocked users of 
the fixed threshold scheme. When the calculated load 
factor for voice user is greater than the voice user 
threshold limit, the users are blocked. During the time 
instead of blocking the user the network will observe 
the channel state condition. As per the channel 
condition [15] it will adapt the AMR technique to 
reduce the data rate in turn to admit the user. This 
will improve the capacity of the network as well as 
reduces the call blocking probability of the network. 

 

.

 

 

Fig.1. Flow chart of utility based CAC scheme 

  

4. Performance Analysis  
 

The objective of this simulation is to analyse the 
utility based CAC for different data rate services in 
WCDMA network. The simulation model is based on 
downlink load factor 0.7 with 70% voice users and 
30% data users. The capacity of the network 
enhanced with utility function based call admission 
control is compared to fixed load factor threshold 
setting in terms of capacity and number of  blocked 
users. The simulation parameters which are used are 
shown in Table.1. 
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Table1. Simulation parameters 

Parameter Values 

Chip rate (W) 
3.84 Mcps 

 

Voice- Bit rate (R) 
12.2 kbps 

 

Data -Bit rate (R) 
64 bps,128kbps 

 

Voice -Activity factor(υj ) 
0.58  

 

Data -Activity factor(υj ) 1 

Total interference (i) 
0.55 

 

Orthogonality factor (α) 
0.9 

 

Voice-Bit energy to noise 
density ratio (Eb/No) 

6.7dB 

 

Data -Bit energy to noise 
density ratio (Eb/No) 

5.3dB 

 

 

 

Fig.2.   Downlink load factor for different services 

  

The Fig.2 shows the number users admitted in 
the forward channel of WCDMA network for 
different services such as voice (12.2 kbps), real time 
data (64 kbps) and non- real time data (128 kbps). 
The number of users connected to the network is 125 
voice users or 19 data users with data rate 64 kbps or 
9 data users with data rate 128 kbps for load factor 
threshold value 0.7. 

 

 

Fig.3.   Percentage of blocked users for 20%    video users 
and    80% voice users  

The Fig.3 shows the percentage of blocked users 
for the service utility combination of 20% video users 
and 80% voice users. The load factor threshold 0.7 in 
the downlink is the combination of 0.14 for video and 
0.56 for voice service. When the number user is 50, 
the percentage of blocked user is 44% without the 
utility function and all users are admitted with utility 
function. This is because of the blocked video users 
are accommodated in the unutilized voice resource.   

.  

 
Fig.4. Percentage of blocked users for 30% video  users and 

70% voice users 

 

The Fig.4 explains the percentage of blocked 
users for the service utility combination of 30% video 
users and 70% voice users. The load factor for video 
user is 0.21 and for voice user is 0.49. At particular 
instant if the number user is 50, the percentage of 
blocked user is 62% without the utility function and 
8% with utility function. The proposed utility based 
CAC scheme reduces 54% of blocked video users by 
means providing resources from the unutilized voice 
service. 
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Fig.5. Percentage of blocked users for 40% video users and    
60% voice users 

The Fig.5 shows the percentage of blocked users 
for the service utility combination of 40% video users 
and 60% voice users. The load factor for video user is 
0.28 and for voice user is 0.42. For 50 users, the 
percentage of blocked user is 72% without the utility 
function and 24% with utility function. The service 
utilization based CAC scheme enhances the capacity 
of the video users by 48%. . 

 
Fig.6. Percentage of blocked voice user for different AMR 

rate 

  

The Fig.6 describes how the adaptive multirate 
technique increases the number of users and reduces 
the voice call blocking probability for various data 
rate. The voice capacity, obtained for three different 
AMR modes such as 12.2 kbps, 7.95 kbps and 4.75 
kbps are 87,111 and 166 respectively. The voice 
capacity approximately doubles when the bit rate is 
reduced from 12.2 kbps to 4.75 kbps. The AMR bit 
rate can be controlled by the operator and it allows a 
trade-off to be made between voice capacity and 
voice quality. The AMR bit rate can be adjusted 
dynamically according to the instantaneous network 
load and user location in cell site. 

5. Conclusion  
 

In this paper, the main emphasis is to evaluate 
the performance of utility function based call 
admission control for WCDMA networks. The 
number of active users is obtained for the three 
different services such as voice (12.2 kbps), real time 
data (64 kbps) and non real time data (128 kbps) 
individually for the downlink load factor value 0.7. 
The number of users admitted is calculated for 
different combination of services with and without 
utility function for the same load factor. In the fixed 
threshold scheme the reserved capacity for voice 
service may be unutilized while video classes are 
blocked. In the proposed CAC scheme, the unutilized 
voice traffic class resources are utilized by video 
classes and hence reduce the blocking probability. 
The network voice capacity further optimized using 
the AMR codec with channel state information.  
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Abstract 

     This paper presents two of the most common and existing techniques (BitTorrent and NetCamo) used during 
data communication for avoiding traffic analysis as well as assuring data integrity. The paper also discusses 
these techniques in details, as well as presents. It is important to note however, that every technology aimed at 
securing data has its pros and cons. The thesis will clearly present the benefits and drawbacks of each technique 
that will be discussed thoroughly including the newly introduced methodology. 
 
Keywords: BitTorrent, NetCamo, Traffic Analysis and Data Integrity. 
 

1. Introduction 

     Since the day the Internet became a common and 
reliable mechanism for communication and data 
transfer, security officers and security enthusiasts 
rallied to enforce security standards on data 
transported over the globe [4, 9, 7, 15]. The goal was 
to achieve data integrity and confidentiality while 
using a reliable data transport medium, which is the 
Internet [2, 11, 13, 16]. Whenever a user tries 
communicating with another recipient on the Internet, 
vital information is sent over different networks until 
the information is dropped, intercepted, or normally 
reaches the recipient. This information identifies 
where the request is coming from by revealing the 
user’s IP and hence the geographical location, what 
the user needs from the recipient, and sometimes the 
identity of the user. The moment the recipient replies 
back, the same type of information is sent back along 
with a certain payload (meaningful content) for which 
the user had requested. Critical information traversing 
networks is usually encrypted. Sometimes encrypting 
the payload alone is not enough for users who wish to 
conceal their identities while communicating with 
recipients over the Internet. Take for example a 
reporter working undercover and sending critical 
information over the Internet to a country that is at 
war with where the reporter is residing in. If the 
reporter’s identity is revealed then the reporter might 
be convicted. Hence, concealing who is sending the 
information is sometimes much more important than 
revealing the information itself. In order to conceal 
the sender’s identity, different implementations have 
proven successful one of which is the invention of 
anonymous networks. Anonymous networks go 
beyond transferring information over the Internet, 
whereby theoretically, the implementations can be 

replicated on different communication technologies 
such as mobile devices, wireless networks, etc. 
Anonymous networks first emerged in the mid 1980s 
[14] with a simple implementation of Chaum Mixes 
and the Anonymizer [1].   

     This paper presents two different implementations 
BitTorrent and NetCamo, which are widely used 
today and have made a major impact on the world of 
networking and particularly peer-to-peer 
communication. While BitTorrent is not considered 
an anonymous system, it is a unique mechanism for 
peer-to-peer communication [8, 17]. On the other 
hand, NetCamo aims at delivering content for Quality 
of Service (QoS) demanding applications through 
different hops and networks. 

     The remainder of the paper is organized as 
follows: Section 2 discusses BitTorrent. Section 3 
concentrates on NetCamo, and section 4 provides a 
conclusion. 

2. BitTorrent 

     Probably, the most widely used peer-to-peer (P2P) 
file transfer protocol on the Internet today. BitTorrent 
is the brain child of Bram Cohen who was interested 
in a new way for transferring large files over the 
network and particularly the Internet. While first 
launched in 1993, BitTorrent became only popular in 
the past four or five years whereby it has become the 
most commonly used tool for sharing files over the 
Internet. The way BitTorrent works is simple, but first 
let us consider a client-server model in a networking 
topology. A client sends a request to a server that has 
a certain file the client is interested to obtain. If the 
file on the server is allowed to be released to the 
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client then the server streams the file back to the 
client, upon the client’s request. However, consider 
the scenario where a large number of clients wish to 
download the same file or a number of different files 
present on that server, at the same, or during different 
intervals of time. Two factors are considered at this 
stage, the load the server can handle in terms of 
processing all clients’ requests, in addition to the 
amount of traffic and bandwidth the server can 
handle/generate to serve all clients. Although the 
client-server model seems like an undesirable 
approach when it comes to serving a large number of 
clients, yet this is the most commonly used topology 
on the Internet today. The reasons behind this are 
many (centralized data, security, etc.), so as the 
number of clients increase, the number of servers is 
also increased to keep the client to server ratio in 
proportion. Conversely, BitTorrent behaves in a 
different and revolutionary manner. While still 
utilizing the client-server method, a client (now called 
a peer) contacts a server to request downloading a 
certain file. The server releases a small metadata file 
called a torrent that the client downloads over any 
common file transfer protocol and then launches the 
BitTorrent engine while feeding it that newly 
downloaded torrent file. 

     The torrent file contains information about the 
data that needs to be downloaded including an entity 
called tracker. The tracker is a running service that 
keeps track of who is downloading a file and the rate 
of download including all peers participating in that 
download. The server at this stage, where the torrent 
file has been downloaded, need not be necessarily the 
tracker itself. A separate host can be allocated as a 
tracker whereby a server just acts as an advertiser for 
this file download. Once the client (peer) contacts the 
tracker, the latter will inform the peer of all other 
peers currently participating in this file download. 
The reason behind this is because BitTorrent is a 
distributed file sharing protocol whereby files are no 
longer streamed from the server to the client alone. 
On the contrary, the file is streamed from all and to 
all participating peers wishing to download or access 
a certain file. This is what makes BitTorrent a 
revolutionary file sharing implementation. The 
tracker’s job is to keep a list of all active peers 
synchronized in its database in certain intervals of 
time, and then keeps track of all peers’ download and 
upload speeds and ratios. Once a new peer is 
connected, it is given a list of other peers 
participating in this download for which it will 
automatically start communication with those peers 
for download and upload at the same time. The 
tracker will now store this newly participated peer in 
its database and will inform other peers (whether new 
or not) of this newly present peer. Different peers, at 
any instance, continually generate download and 
upload traffic, at the same time, to many different 
peers. Of course the whole tracker-peer 

communication is transparent to the end user. The 
user simply launches the BitTorrent client 
application, that acts like a black box displaying a 
view of the number of peers and seeders available 
and the download and upload traffic generated during 
this file transfer.  

     When a new peer joins a file transfer using 
BitTorrent, it does not yet have any copy of the file to 
upload to other peers; therefore, it is only logical that 
a newly connected peer first starts downloading a file. 
Actually, it starts downloading portions of the file and 
then requests from other peers other portions of 
required data to complete the file download at every 
specific interval (time or progress basis). The 
tracker’s role becomes to inform this newly 
connected peer of the location of other peers present 
and participating in this communication, and 
specifically of the peers that hold the missing portions 
of the file in order to complete the download. The 
client will then automatically initiate a contact with 
those peers and establish a download stream, in order 
to complete its file. The previous example illustrates 
a peer that participates in a situation whereby a file is 
already being actively shared by different peers and 
being monitored by a tracker. Suppose a new file is 
introduced whereby there are zero active peers 
sharing this new file. Accordingly, a new host called a 
seeder is required in order to start the file sharing 
process as shown in figure 1. Actually, with every 
BitTorrent file sharing process there must be a seeder 
(or more) which has portions or the complete file 
ready to distribute it to different peers. The way this 
works is that the tracker is aware of this seeder(s), 
and whenever a new peer joins for downloading a 
new file, the seeder gives that peer different portions 
of the file. If no other peer joins this communication 
in the time required for downloading the file, then the 
seeder will completely stream all the file portions to 
the peer until the file download is complete. 
However, this is rarely the case.  
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     If a peer decides to join this communication, then 
the tracker and the seeder behave in a smart way. The 
peer will be first contacting the tracker to get a list of 
participating peers and seeders, the tracker will now 
indicate two entities to the peer and the seeder will be 
sending different portions of the file to the two 
different peers. After the portions have been delivered 
to the peers, the seeder and tracker will be 
communicating with the peers and now instructing 
them to retrieve their missing portions from each 
other. Hence, the two peers will contact each other 
and each will be uploading and downloading portions 
of that file until the file has been transferred to both 
peers successfully. If a peer becomes unreachable at 
any stage in the above scenario, then re-
communication with the tracker and the seeder can 
occur and the remaining peer can stream the missing 
portions of the file from the seeder or other peers 
again. Once a peer has been transferred all portions of 
the file, it can choose to stay and become a seeder, 
therefore creating two seeders instead of a single 
seeder. Of course, to normal users this is a waste of 
traffic and bandwidth however, there are many 
benefits for this scenario since if the original seeder 
becomes unreachable then a peer can act as a seeder. 
Seeders at this stage obviously have an upload ratio 
higher than a download ratio. At any given time, and 
during BitTorrent peer-to-peer, peer-to-seeder, and/or 

seeder-to-peer communication if for some reason the 
tracker goes offline and is not reachable by some or 
all peers and/or seeders then the affected entities will 
simply not be updated with the latest list of peers 
available for file transfer and will however continue 
the file download and upload streaming process with 
the peers they know of before the tracker 
disconnection. During the period of time whereby the 
tracker is unavailable, if peers have already 
established contacts with enough peers or seeders in 
order to successfully download all portions of the file 
then this service relative to the peer itself will not be 
interrupted. If some peers have not yet established 
contact with all peers and or seeders enough to 
complete all portions of the file, then the peer will 
download all available portions and will keep on 
contacting the tracker until it gets an answer, 
otherwise it will time out. No other peer or seeder can 
act as a tracker, and therefore the original tracker 
holding the unique IP needs to go back online to re-
coordinate communication and tracking amongst 
peers and seeders it is keeping track of. Moreover, no 
new peers will be able to join the BitTorrent file 
sharing communication if the tracker itself is not 
present. A solution to this has been already 
implemented, different trackers can exist for the same 
copy of the download and can point only to the 
seeders they are configured to point to and to the 
peers that have chosen to contact that tracker. Now 
trackers will keep track of so called “swarms”. A 
swarm is a group of peers and seeders 
communicating with each other often since not all 
peers and/or seeders will be sending and receiving 
data amongst each other. Figure 2 below illustrates 
this: 

 

Figure 2: Showing different tracks and different 
swarm communication. 
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Figure 1: Multiple peers and a single seeder and 
peers communicating. 
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     At any instance, a peer may choose to contact 
either Tracker A or Tracker B in order to check for 
available peers and seeders. If Tracker A or B 
becomes unavailable or if the swarm for which a peer 
has joined does not satisfy the newly joined peer, and 
if the peers are aware of the existence of different 
trackers for the same download then they can switch 
to either tracker to join another swarm for better 
traffic results. 

     New implementations of trackers, seeders, and 
peers are able to keep track of upload to download 
ratios of each other and selecting the best peer with 
the traffic that satisfies the peer itself. Techniques like 
“choking” and “Tit-for-Tat” all participate in 
enhancing the bandwidth and traffic generated from 
and to the client or peer. This is because every 
participating entity in the file transfer process needs 
to upload and download as much traffic as possible 
from and to other peers. If a peer is misbehaving by 
restricting its upload traffic (often called a Leecher or 
Freeloader), then peers can select other peers at the 
same time while connected to this peer. Moreover, the 
tracker is able to keep track of traffic generated by all 
peers and some also enforce a one to one download to 
upload ratio so that peers are encouraged to upload as 
well as download at the same speeds. This of course 
enhances the whole file sharing experience whereby 
one can only realize that the larger the number of 
peers and seeders participating in a file 
communication then the greater the traffic generated 
and therefore the less amount of time needs to be 
spent for downloading a file. Add to that, the server 
overhead or even tracker overhead is much less than 
in a client-server model whereby a single host need 
not serve multiple clients consuming computation and 
bandwidth resources. Many peer-to-peer programs 
have really not become as popular as BitTorrent has 
over the years, mainly because of their naïve and 
restrictive client-server approach. File sharing 
programs like Napster invented by Shawn Fanning in 
the early 1990s use a different approach; whereby 
users, first download a file from a central server, then 
the server keeps a list of active clients who have 
downloaded the file and who are willing to share this 
file over the Internet. Most clients choose not to share 
such files mainly because they have already 
downloaded the file and the hence newcomers are 
forced to download from the main server. Different 
distributed implantations of file sharing do exist like 
Edonkey and Gnutella, still BitTorrent proves to be 
the most used file sharing client amongst users over 
the Internet. BitTorrent has been adopted first by the 
open source community to become the basic and 
reliable way for distributing large pieces of software 
(Linux and BSD distributions). Other vendors 
consider now BitTorrent as the main method for 
obtaining large file downloads over the internet due 
to bandwidth and resource saving reasons. 
Unfortunately, BitTorrent has been associated with 

illegal copyrighted communication primarily because 
it is used immensely by underground and software 
pirates for obvious reasons. Attempts to block illegal 
pirated software trackers are still underway but 
are/will be very hard to track and implement. Internet 
Service Providers also suffer from the amount of 
traffic generated by BitTorrent mainly because most 
of the users are DSL users that consume most of the 
bandwidth. Traffic shaping and/or P2P caching and/or 
BitTorrent blocking based on protocol fingerprinting 
are being utilized to reduce the traffic generated by 
this file sharing protocol. Nevertheless, BitTorrent is 
still undergoing serious changes whereby encryption, 
fingerprinting avoidance, and a tracker-less system 
are being researched and will be introduced to the 
masses soon. Needless to say, BitTorrent contains 
much more features and techniques that have not 
been mentioned. What has been mentioned, are 
basically some of the features that have been inspired 
from BitTorrent to implement the new distributed 
technique for transferring files securely over the 
Internet. 

2.1 Critique 
 
     BitTorrent is not aimed at transferring data 
anonymously from source to destination, but the fact 
that data is distributed through different peers or 
seeders on the Internet and that this data can be 
tracked and monitored by trackers makes this 
implementation interesting to consider. Imagine 
critical data being divided, encrypted, and distributed 
all over the globe. These pieces of encrypted data are 
then hosted on different seeders or peers and 
monitored by trackers that serve any peer wishing to 
obtain this information, given the right credentials. 
The following section presents an overview of the 
advantages and disadvantages of BitTorrent from an 
anonymous system’s perspective. 

The Advantages of BitTorrent Relating to Security 
and Anonymity: 

1. Excellent P2P communication technique for 
utilizing peer bandwidth instead of server 
bandwidth.  

2. File resume supported as files are truncated into 
small pieces that are checksum-ed per completion 
and then appended to each other when the file 
download is complete. If a file transfer is 
interrupted only the missing small pieces are 
resumed instead of a complete file re-download and 
hence waste of time and bandwidth. 

3. Bandwidth Chocking and Throttling technique are 
excellent to assure bandwidth reliability and 
availability for existing and new peers. 

Disadvantages of BitTorrent Relating to Security 
and Anonymity: 
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1. Blocked by most ISPs based on fingerprinting due 
to excessive traffic generated by this protocol 

2. In august 2006 the creator of BT and a company 
called CacheLogic came up with a P2P caching 
appliance for BT and other P2P protocols. While 
this enhanced traffic encouraged using BT, it’s still 
a security risk as many portions of downloaded 
files are now cached to be reserved for new 
incoming peers. A simple spoofing technique (or 
data replay) may allow any user to stream existing 
cached information from such appliances to 
malicious attackers. 

3. BT is strictly used for file transfers and does not 
contain any substantial security measures. Even 
with encrypted BT, point 2 causes still a problem. 

4. Cannot be used for real time communication like 
secure shell, telnet and VoIP applications. 

3. NetCamo 

     NetCamo was first introduced in 1999 by team of 
academic researchers in the Department of Computer 
Science of the Texas A&M University. NetCamo is 
considered the closest work, research, and 
implementation related to this paper. NetCamo stands 
for Network Camouflage whereby the team of 
researchers, lead by Yong Guan, have forecasted that 
soon all traffic generated by hosts on any network 
and on the Internet will become encrypted at some 
point in time in the future. Encryption of some critical 
services on the Internet has already taken place 
whereby, for example, communication for all 
monetary and credit card transactions, whether using 
the World Wide Web or specialized protocol between 
hosts, are already using various types of encryption 
techniques. However Yong Guan realizes that 
encryption of such traffic and transmitting this data 
over the Internet or any network medium is not 
secure enough when subjected to special types of 
attacks, traffic analysis happens to be one of them. 
Throughout their paper “NetCamo: Camouflaging 
Network Traffic for QoS-Guaranteed Mission Critical 
Applications” Yong Guan et Al. present not only 
concerns for encrypted traffic transmitted over the 
Internet, but also the fact that traffic is transmitted 
from one host to the other through a single path or 
route. The conducted research presents a general 
approach, design, implementation, as well as an 
evaluation of a new NetCamo system that ensures 
both security and efficiency for real time systems 
using mission critical applications while avoiding 
traffic analysis. While realizing that traffic analysis is 
a serious security threat, that with time, an observer 
can develop information about the underlying 
systems generating this encrypted data and realize 
sensitive information about the type or sometimes the 
content of the encrypted data; with or without using 
cryptanalysis methods. Hence, NetCamo aims at 
preventing traffic analysis through two requirements: 

1. Traffic Padding: Data that has been already 
encrypted is padded with extra meaningless data to 
camouflage the real traffic stream. 

2. Traffic Re-Routing: Since data is usually 
transmitted from one host to the other through a 
shortest path or route, usually determined by the 
Internet or network provider, then this stream of 
data is subject to traffic analysis by any entity 
observing this route. Therefore, data needs to be 
transmitted through different routes to reach the 
required destination. 

     Yong Guan et Al. have predicted, tested, and 
solved issues related to packet padding overhead as 
well as traffic route planning since these aspects 
usually cause considerable delays in any QoS 
implementation. Their research has shown efficient 
and effective measurements when applying their 
system and comparing it to the performance of a non-
NetCamo system with a minimal lack in performance 
for real system and application critical scenarios 
tested in private labs. Their paper, describing the 
working behavior of NetCamo, defines a network and 
traffic model consisting of host systems and network 
devices such as routers and switches. At any given 
time these devices can be represented by a fully 
connected graph G = (V, E) with vertices V and a set 
of edges E corresponding to the set of paths that may 
be used from a source “s” to a destination “t”. The 
researchers argue that any observer can monitor the 
link (edge E) between any source and destination and 
can therefore implement a traffic analysis attack on 
this link; based on this scenario, traffic re-routing 
needs to be implemented. While utilizing a QoS 
connection-oriented model to provide communication 
amongst different nodes on the network, researchers 
have identified two different architectures for which a 
connection-oriented service uses and that will affect 
NetCamo: 

1. Integrated Service Architecture: is able to allow 
different connections to have different QoS 
parameters whereby the necessary information of 
each connection is kept in routers in each path, for 
admission control and packet forwarding purposes. 
Delays for all connections can be calculated based 
on parameters provided by existing connections 
and new connections incoming to the network. 
While the main advantage is flexibility in QoS 
specification, a considerable disadvantage arises 
when large number of connections is present and 
that requires a huge network with enormous 
generated traffic whereby router processing 
resources can be depleted and delay-calculations 
will take longer to achieve. 

2. Differentiated Service Architecture: requires a 
configuration of pre-defined QoS classes whereby 
new connections will automatically be allocated 
into these classes. Accordingly, several connections 
maybe classified and served from the same class 
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and while this reduces the QoS flexibility it also 
reduces high resource overhead on the network 
devices while accommodating large scale traffic 
networks. Moreover, delay-computation is minimal 
since each class is allocated a traffic bandwidth and 
therefore new connections can be assured or denied 
a service, based on resource availability. 

     The authors have also presented a unique 
methodology whereby a model for traffic being 
generated between participating hosts has been 
presented in the form of three matrices called the 
payload traffic pattern matrix, payload traffic rate 
matrix, and the camouflaged traffic rate matrix. The 
payload traffic pattern matrix presents a list of hosts 
communicating or wishing to communicate with each 
other while the payload traffic rate matrix presents 
the rate of traffic on each edge of the graph. The 
camouflaged traffic rate matrix is simply the rate of 
camouflaged traffic sent on a stream. 

     In order to avoid traffic analysis through a certain 
edge in Graph G=(V,E) the authors present a 
distorted, constant, or random traffic pattern called 
the camouflaged traffic pattern (CTP) whereby this 
pattern is implemented in a periodic process. Real 
stream data, that is encrypted, is actually intermitted 
with camouflaged traffic being inject into the live 
stream and sent to the destination host. The 
destination host of course recognizes the camouflaged 
data and drops them as soon as they are recognized as 
camouflaged packets. Since a working model with 
QoS considerations needs to be guaranteed in mission 
critical systems with real-time requirements, the 
authors have employed three requirements that are 
implemented at three different intervals. The 
description of these requirements is as follows: 

1. System Configuration Phase: This is carried out at 
the very beginning and before communication 
whereby this phase is composed of two steps: 

a. Determining a Camouflaged Pattern: whereby 
a traffic pattern will be computed in order to be 
complex enough to be accepted as 
camouflaged data similar to the real data 
stream as well as simple enough not to cause 
traffic delay due to its payload since it could 
affect the QoS performance. An optimization 
problem is introduced to solve this 
computation. 

b. Delay analysis between hosts: since vertices or 
hosts present in graph G=(V, E) are recorded 
with exact edge weights, and by using a first 
come first serve methodology, the authors are 
able to predict the delay between hosts using 
any well-known packet scheduling algorithm. 

2. Admission Control Phase: this phase determines 
whether incoming new communication streams are 
accepted or rejected depending on: 

a. Host-based Re-routing: a direct path from 
source to destination is selected that does not 
violate any of the System Configuration phase 
components. If the traffic can be delivered at a 
rate that is in “real time” and is therefore 
acceptable, then the connection is accepted 
otherwise the connection is rejected. As much 
as this sounds as a strict rule or limitation, if a 
direct path is not available, the algorithm is 
able to exploit a number of paths at the same 
instance of time in order to stream traffic while 
still abiding by the rules in the System 
Configuration phase. This is achieved through 
splitting the number of packets being sent to 
two or more different hosts that have enough 
resources to deliver the stream to its 
destination. The illustration below better 
explains how a system may deliver such a 
stream by considering a fully connected graph 
with four vertices and six edges with equal 
weights:          
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Figure 3: Multiple data path with associated 
weights. 

 Host A has been submitted with a stream of 
data to be delivered to host B whereby the 
required bandwidth is 4 Mb/sec and link 
capacity is 3 Mb/sec on any edge of the graph 
(as shown in Figure 3). Accordingly, the direct 
path from A to B will be rejected at first then 
rerouted by sending 3Mb/sec from A to B and 
1 Mb/sec from A to C and then from C to B 
whereby the stream passing through C is not 
delayed and will arrive by the time all the 
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traffic streamed from A to B has been 
delivered as well as it meets the criteria in the 
System Configuration Phase. The system is 
also able to support multiple paths and can 
therefore utilize host D in the above example. 
The choice of introducing multiple paths and 
therefore multiple hosts is done in the next 
step. 

b. Traffic Planning: is a complex step whereby a 
number of paths and hosts and/or network 
devices need to be accommodated in a plan 
that can provide avoidance of traffic analysis 
while not affecting the performance of the 
stream. Additionally, since the system caters 
for camouflaged traffic patterns that do not 
affect the time requirements of the 
communication, a correct traffic pattern needs 
to be chosen to satisfy constraints such as 
bandwidth stabilization, conservation, and 
delay. The former ensures that existing 
connections’ payload traffic can be sent 
according to their traffic plan without real 
traffic pattern exceeding the camouflaged 
traffic pattern. The conservation constraint 
guarantees that the correct amount of traffic is 
rerouted through each network node or host, 
whereby the amount of incoming and outgoing 
payload traffic is equal. While the latter makes 
sure that real time requirements are met 
through calculating estimations of resource 
availability and traffic payload and 
camouflaging overhead, according to the status 
of the network. This is done through delay 
computations over all direct paths and then 
determining the set of routes available for a 
stream of data to reach its host. As a result, the 
paths with least delays are chosen that could be 
a combination of direct and indirect paths. 

c. Traffic Plan Generation Algorithm: Now that 
the above requirements have been met or 
computed, the system now utilizes a new 
algorithm that is able to select the appropriate 
paths for which transmission of the stream is 
accomplished through. Please refer to the 
algorithm listed in figure 1 of Young Guan et 
Al.’s paper on NetCamo, as the following will 
present a thorough description of this 
algorithm: 

Given:  

1. Let s and t denote the source and destination of the 
new connection 

2. Connection QoS requirements: bandwidth Pnew and 
deadline Dnew 

3. ACuv is the available capacity of the direct-path 
from host u to v 

4. CAPpk
st is the capacity of the host based rerouting 

path pkst where CAPpkst = min pk
st through <u,v> 

{AC uv} 

5. dW
pkst C is the worst delay along path pk

st 
6. k is the total number of direct and indirect paths 
 

Algorithm: 

1. Step 1: for all direct or indirect paths from s to t, 
select a path pkst with the smallest delay whereby 
the capacity of the host-base routing  APpk

st ≥ 0 and 
according to the shortest path first (OSPF) 

2. Step 2: if there is no path then reject the new 
incoming connection 

3. Step 3: if the real-time deadline cannot be met, then 
drop the connection 

4. Else: 
a. Assign qkst to be the minimum of either Pnew or 

CAPpk
st such that CAPpkst satisfies the QoS  

requirements  
b. Assign now Pnew to be the maximum of either 

0 or Pnew - qk
st  

c. If Pnew = 0 
 then: 
-      ACuv = ACuv – qk

st 
for all <u,v> which the 
     path pkst passes through 

-      Accept the new 
connection 

    Else 
    Go to Step 1 
  

The above algorithm starts in Step 1 by simply 
selecting the path with the smallest delay from source 
to destination using direct and indirect paths as 
connection candidates, such that the selected path 
from s to t is not saturated. In steps 2 and 3 the 
selected path is either accepted or rejected based on 
the criteria of whether or not there is an available path 
from s to t, and the selected path meets the deadline 
requirements for the communication. Step 4, is 
basically the most important step whereby it starts by 
setting the minimum bandwidth requirement qk

st of 
the connection to either Pnew or CAPpkst. If CAPpk

st is 
smaller than Pnew

 then another new path needs to be 
selected again by going back to Step 1. However if 
the new path satisfies the requirements of Pnew then 
the bandwidth is deducted from the class of the direct 
or indirect path throughout <u,v> where pk

st passes 
through such that ACuv = ACuv – qk

st. The process of 
selecting new paths is done again until there are no 
new paths available or that meet the requirements of 
the new connection. What is important to note that 
Pnew is the bandwidth requirement for a new 
connection N, therefore if communication or a stream 
of data needs to traverse the NetCamo network then 
the bandwidth requirement Pnew needs to be pre-
allocated at every path or indirect path along from 
source s to destination t prior to communication. 
Moreover, it is unclear whether or not Pnew changes 
dynamically throughout the algorithm’s execution 
whereby host-based rerouting occurs and therefore 
the total rate Pnew is now decreased from the original 
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required value since now the stream of traffic is going 
to be split into different routes. Going back to the 
Admission Control Phase explains that this can 
indeed happen since Host-Based Rerouting section is 
capable of splitting data through direct and indirect 
multiple routes satisfying the real-time and QoS 
requirements of the communication. However this is 
not clearly presented in the algorithm. 

3. Run-time Phase: During this phase traffic passing 
through the network is now intermitted with 
dummy packets whereby meaningless packets are 
injected into the stream to camouflage the real 
traffic. The objective of the padding process is to 
make the real traffic pattern match the camouflaged 
traffic pattern as much as possible. The algorithm is 
based on a time interval basis whereby dummy 
packets are injected at a period of time equal to 1/α. 
This α depends on the packet payload and the delay 
and other factors that affect the network. The run 
time phase applies low-level traffic control to 
compensate for fluctuations during communication 
on all paths in order for the stream to appear 
uniform and constant from source “s” to destination 
“ t”.  

The NatCamo system has four main entities. The first 
and the second are two hosts located at the upper 
right and upper left of the diagram, the third is the 
NetCamo Traffic Controller found in the upper 
middle section, and last is the network. One can 
obviously realize the number of sub-components in 
each entity and the explanation is as follows: 

1. The NetCamo Network Controller contains a 
single NetCamo Traffic Manager and two Router 
and Host Agents depending on the number of 
hosts present on the network. The traffic manager 
is responsible for delay calculations, real-time 
connection admissions control and traffic 
planning. The Router Agents control and monitor 
routers on the network used in the NetCamo 
system while the Host Agents accept the 
connection admission and forwards new 
connections to the NetCamo Traffic Manager 
which in return communicates with the NetCamo 
host controller to control the rate of traffic and 
host-based rerouting policies. 

2. The NetCamo Host Controller, whilst residing in 
each host, contains two components; the Host 
Manager and the Traffic Controller. The Traffic 
controller is responsible for rerouting and 
sending dummy packets to other hosts. Whereas 
the Host Manager forwards the traffic plan 
information from the NetCamo Network 
Controller to the traffic controller in order to 
controls as well as monitor the traffic and status 
of each host. 

3. Applications are able to use a NetCamo API to 
establish or destroy connections. 

     The whole implementation of NetCamo has been 
carried out on the kernel level whereby to the left of 
Figure 4. illustrates the location of the NetCamo’s 
Traffic Controller and Host Manager on a Windows 
NT implementation.       

                      

 

Figure 4: Implementation and Location of the 
NetCamo’s Traffic Controller. 

Figure 4. indicates that for every host residing on the 
network and that is able to transmit and receive 
information, there is a queue at each host and for each 
host that is sending and receiving information using 
host-based routing mechanism. Moreover, the routers 
that reside in this network contain queues for each 
participating entity as well. The routers also control 
the rate of information passing to different hosts 
amongst the network components. Yong Guan et Al. 
[5, 6, 12] have evaluated their system in labs with 
applications requiring real time communication. The 
team categorized three different tests in three 
different scenarios: 

1. Baseline_A: This scenario presents normal real 
time traffic passing through a non-NetCamo 
system from source s to destination t. 

2. Baseline_B: This considers a NetCamo system 
with only direct paths allowed on the network 
from source s to destination t. 

3. NetCamo: This presents the full functionality of 
NetCamo with direct and indirect or host-based 
rerouting implemented. 

While Baseline_A assures 100% communication and 
admission acceptance of all incoming new 
communication from host u to destination host v, 
Baseline_B assures acceptance of communication of 
58% and NetCamo 85%. The authors conclude their 
research by stressing on the benefits (security) of the 
NetCamo systems for real time communication 
systems with guaranteed QoS. Moreover the authors 
also point out some new and future enhancements 
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that will be incorporated in NetCamo such as 
decentralized control of the system components, an 
alert mode for the system in case a breach or an 
attack is detected, and camouflaging streams of traffic 
using different and/or multiple modes of traffic 
patterns. 

3.1 Critique 
 
The NetCamo system is indeed one of the new and 
brightest ideas that addresses securing a stream of 
traffic from source to destination while still abiding 
by QoS specifications defined by that stream. The 
system is able to distribute traffic through different 
predetermined paths and routes in order to prevent 
against traffic analysis and traffic sniffing attacks 
using a camouflaged algorithm. However, there are a 
couple of points that need to be mentioned about this 
system: 

1. Since this research and implementation has been 
accomplished for real time systems with specific 
QoS qualifications that cannot be altered, then it 
is expected that NetCamo be a reliable system 
that is able to accept communication 100% of the 
time and to move that traffic from point A to B 
through different routes. NetCamo at the moment 
can only accept new incoming requests 85% of 
the time due to many limitations in the 
distributed system. One can imagine NetCamo as 
acceptable if for instance a new demanding QoS 
communication connection can wait until it is 
admitted into the system, then when NetCamo 
can assure real-time delivery it is therefore 
admitted. However in most scenarios there will 
be a large number of connections and the 85% 
value may decrease considerable as the number 
of incoming connections increases. Accordingly 
more than 15% of incoming connections will be 
rejected (not even queued) until the network QoS 
requirements are available for the new incoming 
connection. One can imagine a scenario whereby 
a system may be saturated with many minimal 
QoS-requirement connections and a single 
demanding new connection may wait forever 
while other minimal QoS requirement 
connections are being admitted into the system. 
During this saturation phase the system may not 
even queue and then free resources to admit this 
connection which will always be simply dropped. 

2. NetCamo depends on hosts for host-based 
rerouting, and routers for direct path traffic, to 
make the NetCamo system efficient and 
effective. However during all the test and 
considerations in this research, the authors have 
not considered geographical distribution of hosts 
and routers since this is really vital if it needs to 
be implemented in the real world. Imagine a 
scenario where the NetCamo system is 
implemented in North America and then a source 

in North America needs to send traffic to a host 
in Hawaii. Traffic will therefore bounce through 
different routes and hosts based on the NetCamo 
algorithm and then will be transmitted through 
the same path or link to the host Hawaii from the 
same or different network hosts, however using 
the same number of predetermined physical 
connections linking to Hawaii. The NetCamo 
system would have accomplished in this case 
only data camouflaging, since the host in Hawaii 
should be part of the same NetCamo system. 
This scenario could have been implemented 
using data encryption whereby camouflaging 
adds an additional layer of security to the 
transmitted stream of traffic. However traffic 
analysis and traffic sniffing can still take place in 
this scenario. 

3. The NetCamo system is dependent on hosts and 
routers in the sense that a single managing 
components needs to take control of all router 
and hosts in the system in order to determine 
whether new communication can be admitted as 
well as control and monitor traffic in the 
NetCamo system. In the real world, hosts can 
only be controlled if they wish to join the 
NetCamo system however routers cannot be 
controlled unless they are privately owned, 
dedicated to the NetCamo network, and located 
at core networks strategically, so that they have 
enough bandwidth and traffic capabilities to talk 
to all hosts and control the traffic rate of all 
hosts. This may indeed be a difficult task to 
implement in the real world. Additionally, the 
NetCamo managing-component must control the 
queues and rerouting of traffic in order to assure 
that new QoS real time system connections arrive 
at their destination correctly. As the number of 
connections increases or if a demanding 
connection is rerouted through a host with 
bandwidth X and the traffic requirement is close 
to X (or X itself) then the host becomes dedicated 
for this communication and is rendered useless 
until the communication is over. In the real 
world, a host may be a workstation that is 
heavily used and depended-on for work related 
tasks. Therefore hosts that may join the NetCamo 
system need to have enough bandwidth 
(determined by NetCamo) and may be active 
during idle times and not during working hours. 

4. The NetCamo system is dependent on routers to 
set the rate of traffic and control the network 
flow while gathering statistics about delay and 
other related network parameters. If routers 
become utilized for all host-to-host 
communication then traffic passing through these 
routers may be detected and if one of the routers 
is compromised then the NetCamo traffic passing 
through this router may be analyzed. 

5. The NetCamo system has been tested in a LAN 
environment with latency between network 
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components equal to 20msec. The system needs 
also to be tested at different and remote 
geographical locations since latency may add 
more error to the delay computation algorithm as 
the number of admitted and processed 
connections running through the system 
increases drastically. 

6. As previously motioned, NetCamo utilizes a 
centralized management node to control different 
functionalities and variables in the system. The 
authors have suggested a decentralized 
implementation that one finds extremely 
necessary in order to consider this system 
reliable and effective. Moreover, if 
decentralization is not considered in upcoming 
future implementations of NetCamo then attacks 
on the management node can also render the 
system to be useless in case of a directed attack 
on the management node. 

7. Since traffic padding is applied at a rate equal to 
1/α then with time and an enough amount of 
traffic and traffic analysis tools, one can 
determine α if the rate is kept at a constant. The 
system must therefore randomize α without 
affecting the camouflaged algorithm and other 
components in the system. 

8. Yong Guan et. Al.’s algorithm [12] for choosing 
paths from source to destination, considers all 
available routes including direct and indirect 
paths. However, what happens if a host, for 
which a connection or multiple connections is 
dependent on for transmitting a data stream, fails 
during the transmitting phase? One needs to 
mention that these hosts need to be reliable and 
can assure the amount of bandwidth they have 
been allocated. Moreover, the system should also 
have different routing plans in sudden failures 
during data streaming, so that data is redirected 
to other hosts immediately once a failure has 
been detected. Hence, the failure of a single route 
or host in NetCamo could mean that the system 
has failed in assuring the communication the 
QoS specifications it has guaranteed to assure. 

9. To be able to receive/send data using NetCamo, a 
host needs to be part of the NetCamo system as 
previously mentioned. Therefore the host needs 
to announce that it has a certain amount of 
bandwidth to be able to send and receive and 
communicate with the NetCamo management 
system and other hosts on the network. The 
problem arises when an un-trusted host joins the 
NetCamo system and then it announces that it 
has more bandwidth then it actually has. The 
NetCamo system will then send, and expect to 
receive at a much higher rate and the un-trusted 
host may maliciously drop packets, or interfere 
in malicious ways to make the NetCamo system 
unreliable and unable to meet a connection’s QoS 
requirements. Now imagine a swarm attack of 
these un-trusted hosts or hosts that are 

compromised. The NetCamo system will fail in 
assuring its connections’ proper communication, 
if not communication at all. 

10. The NetCamo system must therefore not 
consider accepting any host as a trusted in the 
NetCamo network. Still, any host wishing to 
send and receive data using the NetCamo system 
should be able to do so easily. A workaround for 
this could be that any host wishing to use 
NetCamo can assign one of the NetCamo hosts 
as a proxy for its communication. It would then 
redirect the traffic it needs to be secured through 
this host to send and receive data. Once data 
communication needs to be established, the 
NetCamo host would authenticate the new host 
communicating with it using a predefined 
username and password before accepting 
communication. The NetCamo host will then call 
the NetCamo management node and inform it 
about the QoS requirement of the candidate 
stream that is pending admission. Once admitted, 
data being sent from each node and router in the 
NetCamo system is camouflaged, however data 
is not camouflaged between the new host and the 
first contacted NetCamo host. 

11. NetCamo claims end-to-end prevention for 
data-sniffing and traffic analysis. Frankly, one 
finds this impossible when it comes to attacks 
occurring on the LAN level, such as man-in-the-
middle attacks and ARP poisoning with many-to-
many targets, unless the network infrastructure is 
secured against these threats which not all 
organizations have implemented as a standard. 

 

4. Conclusion 
 
     This paper presented various existing anonymous 
and anonymous-related systems, and their 
corresponding details, that have made such systems a 
success. The paper also commented on the pros and 
cons of every implementation. In addition to the 
aforementioned, this paper also introduced vital 
topics that need to be further researched such as 
creating virtual interfaces for making all types of 
traffic to traverse anonymous systems, as opposed to 
socks proxies, in order to maximize securing the 
identity of users on the system and support the widest 
types of applications possible. Such virtual interfaces 
can exist in order to ease selecting which type of 
traffic can pass through the anonymous system and 
which can be bypassed to leave the anonymous 
system’s utilization at optimum levels. One of the key 
elements that worry anonymous systems researchers 
is QoS for the bandwidth utilized by peers on the 
systems and the overall network performance. 
Although this has been slightly commented on, more 
research in QoS and a Bandwidth-choking approach 
is required while concentrating on security and 
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functionality implications. 

     Current work includes refining a new definition of 
anonymity that can be adopted by existing or new 
anonymous system designs. By refining exit node 
policies when traffic is generated from and to exit 
nodes, anonymous systems can now be trusted and 
accepted by Internet entities and governments around 
the world.  
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Abstract 
Network-based information hiding is possible in even the most adverse conditions. Steganography 

refers to the practice of hiding secret messages (stego message) in communications over a public channel (covert 
channels) so that an eavesdropper cannot even tell that a secret message is being sent. We extend the concept of 
steganography as covert communication to include the more general concept of covert communication. In this 
paper we have implemented a scheme for hiding data using Steganography by using a header generation 
mechanism. This paper also gives an overview of the various methods and data structures used to do so. Also we 
have focused on some of the modules used to implement our proposed method using header generation 
mechanism. 
Keywords: Steganography, Stegomessage, Stegokey, Covert Channel. 
 

1. Introduction  
Steganography has been around for 

centuries. It is the art of hiding secret data into some 
medium, and thus transmitting over the network, so 
that the message remains unknown throughout the 
network till the designated user uses a key (stego 
key) to decrypt the message. In present scenario, data 
possesses the highest priority in terms of providing 
security. Some of the terms used for steganography 
are as follows: 

 
• Embedded <datatype>Something to be 

hidden, in something else. 
• Stego<datatype>The output of the hiding 

process; something that has the embedded 
message hidden in it. 

• Cover<datatype>An input with an original 
form of the stegomessage.  

• Stegokey or simply key-This is additional 
secret data that may be needed in the hiding 
process. 

 

 
Figure 1: Information hiding terminology 

   
1.1 Steganography 

Steganographic techniques have been used 
with success for centuries already. With 

steganography one can send secret messages without 
anyone having knowledge of the existence of the 
communication (cover medium). Steganography is a 
solution which makes it possible to send news and 
valuable information without being censored and 
without the fear of the messages being intercepted 
and traced back at any level of the communication. 
While sending messages, it is also possible to simply 
use steganography to store information on a location. 
For example, several information sources like private 
banking information and some military secrets can be 
stored in a cover source.  
 
1.2 Implementing Steganography 

There are various mediums in which secrets 
can be hidden like: text, images, audio, video and 
graphics. Most steganographic utilities present 
nowadays, hide information inside images, as this is 
relatively easy to implement and by focusing on 
certain predefined techniques, the effect (in terms of 
resolution, chrominance and luminance) of 
steganography on the image used as medium is also 
negligible to the human eye. The most important 
property of a cover source is the amount of data that 
can be stored inside it, without changing the 
noticeable properties of the cover. 

The common methods used to hide secret 
message involves the usage of the least-significant bit 
or LSB, masking, filtering and transformations on the 
cover image. These techniques can be used with 
varying degrees of success on different types of 
image files. 
 
1.3 Requirement Analysis 

The main objective of this analysis is to highlight 
some of the requirements necessary for our 
implementation, which are: 

• Simple covert communication. 
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• Covert communication with security feature 
using Symmetric key algorithm and random 
number generator. 

• Covert communication with message 
integrity. 

• Copyright Protection. 
 

1.4 Functional Requirements 
When expressed as user requirements they 

describe the system in a general way but when 
expressed as system requirements they describe the 
system function in detail, its inputs and outputs, 
exceptions etc. 
       The functional requirements identified here 
are: 

• The implementation shall provide option for 
simple covert communication with security 
features and message integrity. 

• The implementation shall provide copyright 
protection. 

• The implementation shall provide 
Watermarking option for the purpose of 
advertisement. 

 
2. Proposed scheme 

 An overview of the scheme proposed and 
implemented is supported with the help of schematic 
diagrams both for hiding as well as retrieving data. 
Some of the terms used for the system to work 
properly are as follows: 

1. Secret file is the file which carries 
information to be hidden. 

2. Cover file is normal file which carries the 
secret information.  

3. Consideration about the network is that it is 
error free and is lossless. 

4. Stego file is the combination of Cover File 
and Secret File, and is to be sent over the 
network. 

The reverse mechanism is used for extraction of the 
secret file. 
 
2.1 Scheme for Hiding Data 

 
Figure 2: Data hiding using Header Generation 

 
 

2.2 Scheme for retrieving data 

Figure 3: Data Retrieval using Header Generation 
 
2.3 Methods and Data Structure Used for 
Implementation 

1. Structure header_info: This structure stores 
the header information. This header is 
created at the time of data hiding and is 
hidden into the cover file. It is utilized at 
the receiver end to retrieve the hidden data 
and also to identify the features that have 
been enabled. 
This structure consists of the following 
member fields 

• Array Filename_extension: A 
character array that stores the 
extension of the secret file. 

• Array filesize: An integer array that 
stores the size of the secret file. 

2. Pad_bits: A bit-field of length 3. It 
indicates the number of bits that have been 
padded to the secret file to make the filesize 
a multiple of eight. 

3. Encryption:  A bit field of length 1. It 
indicates whether the secret file has been 
encrypted before hiding into the cover file. 
If  
                            0 – File encrypted 
                            1-  File not encrypted 

4. message_digest: A bit field of length 1. It 
indicates whether message digest of the 
secret file has been taken or not. If  

0- Message digest used 
1- Message digest not   used 

5. No_of_bits: A bit field of length 2. It 
determines the number of bits   

 used/byte of the cover file for data hiding. If 
1- one bit used/byte 
2-          two bits used/byte 
3- three bits used/byte 

6. random: A bit field of length 1. It 
determines whether data is hidden  

 sequentially or randomly in the file. The  
remaining 9 bits are used for padding. 

7. array pre_dct: A 3-D floating point array 
that holds 8*8 block values of the three 
color components before applying DCT. 
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8. array post_dct: A 3-D floating point array 
that holds 8*8 block values of Y, Cb and Cr 
components after applying DCT. 

9. array bit_extract: An integer array that 
holds a character’s binary value. The array’s 
contents are stored in the cover file. 

10. array bit_reveal: An integer array that 
holds a character’s binary value after 
extracting it from the cover file. 

11. header_generation: It takes 7 inputs-the 
hidden file name extension, hidden file size, 
number of pad bits, Boolean options (such 
as encryption, random number generator, 
message digest) and number of bits. 

12. header_extraction: This module takes the 
header file as an input. It reads the different 
fields of the header and returns these 
values. 

13. header_hide_to_cover: This module takes 
two files as input-the cover file and the 
header file. It reads the header information 
from the header file and stores it into the 
cover file using LSB technique. 

14. Structure header_info: This structure stores 
the header information. This header is 
created at the time of data hiding and is 
hidden into the cover file. It is utilized at 
the receiver end to retrieve the hidden data 
and also to identify the features that have 
been enabled. This structure consists of the 
following member fields 

15. Array Filename_extension: A character 
array that stores the extension of the secret 
file. 

16. Array filesize: An integer array that stores 
the size of the secret file. 

17. Pad_bits: A bit-field of length 3. It 
indicates the number of bits that have been 
padded to the secret file to make the filesize 
a multiple of eight. 

18. Encryption:  A bit field of length 1. It 
indicates whether the secret file has been 
encrypted before hiding into the cover file. 
If  

                            0 – File encrypted 
                            1- File not encrypted 

19. No_of_bits: A bit field of length 2. It 
determines the number of bits used/byte of 
the cover file for data hiding. If 

• one bit used/byte 
• two bits used/byte 
• three bits used/byte 

20. random: A bit field of length 1. It 
determines whether data is hidden 
sequentially or randomly in the file. The 
remaining 9 bits are used for padding. 

 
3. Implementation 

3.1 User defined header used by the 
implementation 

The structure of the header is as follows: 
 

            Struct header_info 
               { 
                    char file_extension[4]; 
                    int file_size[8]; 
                    unsigned pad_bits: 3; 
                    unsigned encryption: 1; 
                    unsigned message_digest: 1; 
                    unsigned no_of_bits: 2; 
                    unsigned random: 1; 
                    unsigned : 8; 
               }header;            
 

3.1.1 Data hiding 
Header_generator() 
Header_hide_to_cover() 
Bit1_bmp_hide() 
Bit2_bmp_hide() 
Bit3_bmp_hide() 
Bit1_wav_hide() 
Bit2_wav_hide() 
Bit3_wav_hide() 
Concatenate_files() 
Pad_plain_file() 
Blowfish_encryption() 
Md5_final() 
Random_bmp_hide() 
Random_wav_hide() 
Jpeg_hide() 
Jpeg_to_bmp() 

 
3.1.2 Data extraction 

Header_extract() 
Header_extract_from_cover() 
bit1_bmp_extraction() 
bit2_bmp_extraction() 
bit3_bmp_extraction() 
bit1_wav_extraction() 
bit2_wav_extraction() 
bit3_wav_extyraction() 
random_bmp_extract() 
random_wav_extract() 
unpad_plain_file() 
copy_file() 
delete_file() 
blowfish_decryption() 
extract_digest() 
match_digests() 

 
3.2 Modules Used 
1. bitx_bmp_hide ( ): It takes two files as input - the 
cover file and the secret file. It generates one file as 
output which is the stego file. This function hides the 
secret file into LSBs of each byte of the cover file 
thus generating the stego file. 
2. bitx_bmp_extract ( ): It takes the one file as input 
-the stego file and generates one file as output -the 
secret file. This module extracts the last x bits from 
each byte of the stego file. It then combines 8 bits 
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into a byte of secret file. 
3. bmp/wav_random_hide ( ): It takes three inputs-2 
files (cover and secret file) and a password. The 
module splits the password into sub keys of size 
3.These sub keys are used periodically as seed for 
two linear congruential random number generators. 
The two outputs are generated are given as input to a 
sequence of 8 patterns (applied in random order). 
These patterns generate 8 byte positions within file 
range. These 8 byte positions are used to hide a byte 
of the secret message. The resulting file is stego file 
where data is hidden randomly. 
4. bmp/wav_random_extraction ( ): It performs the 
same function as that of bmp/wav_random_hide ( ) 
but the only difference is that this module performs 
the extraction. 
5. header_hide_to_cover ( ):  This module takes two 
files as input-the cover file and the header file. It 
reads the header information from the header file and 
stores it into the cover file using LSB technique. 
6. jpeg_to_bmp ( ): This function takes a jpeg file as 
input. It performs Huffman decoding, zigzag 
ordering, inverse quantization and inverse DCT to 
obtain Y, Cb, Cr values. These values are converted 
to RGB to obtain the bmp file. Concatenate files:-
Takes two files as input (the secret file and the file 
containing the message digest). This module 
concatenates the two files by appending the contents 
of message digest file to the end of the secret file. 
7. copy_file ( ): Takes two files as input. This module 
copies contents of one file to the other. 
8. delete_file ( ): Takes as input absolute pathname of 
the file. It then deletes the file by unlinking it. 
9. extract_digest ( ): Takes the stego file as input. It 
reads the message data from the stego file and writes 
it into a new file and takes the last 32 byte message 
digest part from the stego file and writes it into 
another file. match_digest ( ):-Takes two files as 
input. These two files contain message digest  from 
sender and receiver ends. The module checks if both 
the message digest match. 
10. pad_plain_file ( ): Takes one file as input (the 
secret file). Module copies the contents of first file to 
another file and then pads the latter file with 
appropriate number of characters to make the file size 
a multiple of 8. Unpad_plain_file:-Takes two inputs-
the stego file and pad bits. The module copies the 
contents of stego file to a new file except for the last 
0-7 characters depending on the number of pad bits. 
11. jpeg_hide ( ): It takes two files as input-the cover 
file and secret file). Initially the jpeg file is passed 
through a jpeg to bmp module and the resulting bmp 
file is used for hiding the data. The RGB components 
of the bmp file are converted to Y, Cb, Cr 
coefficients. To 8X8 blocks of these coefficients, 
DCT is applied to convert these coefficients from 
spatial domain to frequency domain. A single bit of 
the secret file is stored in LSB of all the coefficients 
of the 8x8 luminance block. After the entire secret 
file has been hidden, these blocks are converted back 

to spatial domain by performing inverse DCT. Y, Cb, 
Cr values are then converted back to RGB values. 
These values are put into a file resulting in the 
generation of output file. 
12. jpeg_extraxt ( ): It performs the same function as 
that of jpeg_hide ( ) but the difference is that it 
extracts the data hidden. 
13. header_generation ( ): It takes 7 inputs-the 
hidden file name extension, hidden file size, number 
of pad bits, Boolean options (such as encryption, 
random number generator, message digest) and 
number of bits. 
14. Header_extraction ( ): This module takes the 
header file as an input. It reads the  different fields of 
the header and returns these values to front end 
(visual basic). 
15. header_extract_from_cover ( ): This module 
takes the stego file as input and creates the header file 
as a output. It extracts the 23 bytes of header 
information from the stego file and writes it into 
"header.tmp". 

 
4. Header Formats Used 

4.1 WAV Header Format 
Table1: The WAV header in tabulated 

format. 
Offset Description Size(Bytes) 
0 ID of the RIFF chunk 4 
4 Size of TADA.WAV 4 
8 Form Type 4 
12 ID of the sub chunk 4 
16 Size of format structure 16 
32 Waveform format type 

WAVE_FORMAT_PCM 
2 

34 No of channels Mono=1, 
Stereo=2 

2 

36 Samples per second 4 
40 Average data transfer rate 4 
44 Block Alignment in bytes 2 

 
4.2 BMP Header Format 

Table2: The BMP 54 bytes long header in 
tabulated format. 

Offset Description Size(Bytes) 
0 Header file 2 

2 File size(little endian) 4 

6 Reserved space 1 2 

8 Reserved space 2 2 

10 Offset address for start of 
data 

4 

14 Information header 
structure 

4 

18 Image Width 4 

22 Image Height 4 

26 No of graphics planes 2 

28 No of bits per pixel 2 

30 Compression type 4 
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34 Image data size(Bytes) 4 

38 Horizontal pixel per meter 4 

42 Vertical pixels per meter 4 

46 No of colors used in bitmap 4 

50 No of colors that are 
important for bitmap 

4 

 
5. Formulas Used 

5.1 RGB to YCbCr Conversion 
Formula 

 Y = 0.299*R + 0.587*G + 0.114*B 
Cb = 0.1687*R – (0.3313*G) + 
0.5*B + 128 
Cr  = 0.5*R – (0.4187*G) – 
(0.0813*B) +128 
Where 
R,G and B represent the Red, 
Green and Blue components of the 
24-bit Color Image.  
Y represents the Luminance 
component 
Cb And Cr represent the two Color 
components (Chrominances) 
 

5.2 YCbCr to RGB Conversion 
Formula 

R = ( Y + 1.402 * ( Q – 128 )) 
G = ( Y - ( 0.34414 * (1 – 128 )) – ( 
0.71414 * ( Q – 128 ))) 
B = ( Y + 1.772 * ( 1 – 128 )) 
Where 
Y represents the Luminance 
component 
Cb and Cr represent the two Color 
components (Chrominance) 
R, G and B represent the Red, 
Green and Blue components of the 
24-bit Color Image.  

 
5.3 DCT Application Formula 

 
 

5.4 IDCT Application Formula  

 
 

6. Summary 
This implementation enables the user to 

hide information within a cover medium using 

the concepts of steganography. The 
implementation provides a user friendly 
graphical user interface. It supports wizard mode 
which guides a novice user through the process 
of using the implementation. It also provides the 
user with the necessary help to use the 
implementation.  

The implementation is developed keeping in 
mind the diverse mistakes committed by the user. 
This is accomplished by displaying appropriate 
error messages. All this contributes to the 
development of an efficient implementation 
package. Yet there are certain constraints which 
are listed as follows 

• Support for only few image and 
audio formats. 

• Cannot hide binary files. 
• The password (key) should be 

known to both sender and receiver. 
• The watermarking technique works 

only for files with image resolution 
divisible by eight.  

 
7. Future Aspects 

 This paper is a step forward in the analysis 
of the existence of covert channels in the network 
environment. Besides finding its application in the 
existing security mechanisms of network nodes like 
routers and firewalls, this new security paradigm 
allows integration of steganographic principles with 
the security policies of the network.  

   
The implementation meets only the basic requirement 
by supporting only few file formats. There is a lot of 
scope for extending the research by implementing the 
following features 

• Support for other file formats in use. 
• Support for hiding binary files. 
• By means of public key encryption 

algorithms. 
• Watermarking for images with any 

resolution. 
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Abstract 
Fading is a ubiquitous problem in wireless communication. In digital systems, fading results in bit errors 

and evaluating the average error rate under fairly general fading models and multichannel reception is often 
required. Again modulation technique with diversity is used to transmit message signal efficiently. Exact 
analysis of symbol error probability (SEP) for M-ary Quadrature Amplitude Modulation (M-QAM) 
transmitted over Rician fading channel has been performed with N branch receive diversity using maximal-
ratio-combining (MRC) where channel side information known at the receiver. The boundary condition for 
approximation is M > 4 and 0 ≤ SNR ≤ 30 dB.The main purpose of this paper is analysis the symbol error 
probability performance of M-ary quadrature amplitude modulation with and without space time transmit 
diversity (STTD).  
Keywords: Fading, M-QAM, MRC, SEP, STTD,  

 

1. Introduction 
Current wireless systems support not only voice 

communication but also other high-speed data and 
multimedia services. These services require high data 
rates with low delay and symbol error probability 
(SEP). However, wireless terminals are generally 
small, light weight, battery driven, low-power 
devices which restrict their capability of increasing 
transmission power. Wireless systems operate over a 
complex and harsh time varying radio channel which 
originates due to severe multipath and shadow 
fading. Wireless applications must share the limited 
available radio spectrum, and spectral efficiency is 
therefore of primary concern in the system design. So 
maintaining high data rate with minimum probability 
of symbol error and minimum transmitted power is 
the most difficult task in wireless system. In 
particular, diversity combining techniques have great 
potential to improve the performance of wireless 
systems without an increase in the transmitted 
bandwidth and power but at the expense of higher 
system complexity. M-QAM is a well known 
modulation technique use in wireless communication 

and in wireless communication fading is a major 
problem. So to reduce fading in wireless 
communication over such a time varying channel is 
to use diversity technique. Due to the high spectral 
efficiency M-QAM is an attractive modulation 
technique for wireless communication. MDPSK and 
MPSK are also two modulation technique use in 
wireless communication. For different values of 
Rician parameter symbol error probability (SEP) is 
different. So that performance varies with the change 
of Rician parameter. It is also true for the change of 
diversity and message signal. Exact analysis of 
symbol error probability (SEP) has been presented 
for M-ary differentially encoded/ differentially 
decoded phase shift keying (MDPSK) and coherent 
M-ary phase shift keying (MPSK), transmitted over 
Rician fading channel using N branch receive 
diversity with maximal-ratio-combining (MRC). Our 
analysis has followed the same track for M-QAM and 
the simplicity of the SEP expression used has resulted 
in simple closed form expression of the SEP of N 
order diversity at Rician fading channel. For different 
conditions this three modulation technique shows 
different characteristics. The goal of our analysis is to 
highlight the performance by comparing them in 



  International Journal of Computational Intelligence and Information Security Vol. 1 No. 2 
  

 36 

different working conditions. It is worth to notice 
henceforth that the most popular approach is the M-
QAM modulation technique with STTD.  
 

2. Digital Communication Systems  
The purpose of digital communication system is 

to transport an information-bearing signal from a 
source to a user destination via a communication 
channel where the information bearing signal is 
processed so that it can be represented by a sequence 
of discrete messages [12]. A basic block diagram 
shown in Figure 2.1. The digital communication 
system consists of three basic signal-processing 
operations: source coding, channel coding and 
modulation.  
 
2.1 Digital to Analog Conversion 
 

Digital to Analog conversion is the process of 
changing one of the characteristics of an analog 
signal based on the information in digital data [3]. 
Amplitude shift keying (ASK), frequency shift 
keying (FSK) and phase shift keying (PSK) are the 
examples of digital to analog conversion.  

 

 
Figure 1: Block diagram of a digital communication 

system. 
 
2.2 Transmitter  
 

Transmitter generates and amplifies a carrier 
wave, modulates it with a meaningful signal derived 
from speech or other sources, and radiates the 
resulting signal from an antenna. 
 
 
2.3 Channel  
   Channel in communication refers to the medium 
used to convey information from a sender to a 
receiver. Communication channel may be wireless, 
wire line, storage and optical channels. There are two 

main types of channel impairments that have been 
found to be a serious source of signal degradation [5]. 
These sources are: 

 
2.3.1 Additive White Gaussian Noise 

(AWGN) 
Thermal noise is the electronic noise generated 

by the thermal agitation of the charge carriers 
(usually the electrons) inside an electrical conductor 
at equilibrium, which happens regardless of any 
applied voltage. The thermal noise can be described 
as a zero-mean Gaussian random process. Since 
thermal noise is present in all communication system 
and the prominent noise source for most systems, 
additive white Gaussian noise (AWGN) is most often 
used to model the noise in communication system. 

  
In communication, the additive white Gaussian 

noise (AWGN) channel model is one in which the 
only impairment is a linear addition of wideband or 
white noise with a constant spectral density 
(expressed as watts per hertz of bandwidth) and a 
Gaussian distribution of amplitude. The model does 
not account for the phenomena of fading, frequency 
selectivity, interference, nonlinearity or dispersion 
[5]. However, it produces simple and tractable 
mathematical models which are useful for gaining 
insight into the underlying behavior of a system 
before these other phenomena are considered. 

 
2.3.2  Fading  

In wireless communications, fading is deviation 
or the attenuation that a carrier-modulated 
telecommunication signal experiences over certain 
propagation media. The fading may vary with time, 
geographical position and/or radio frequency, and is 
often modeled as a random process [5].  

 
2.3.2.1 Slow Fading 

Slow fading arises when the coherence time of 
the channel is large relative to the delay constraint of 
the channel [5]. In this regime, the amplitude and 
phase change imposed by the channel can be 
considered roughly constant over the period of use. 
Slow fading can be caused by events such as 
shadowing, where a large obstruction such as a hill or 
large building obscures the main signal path between 
the transmitter and the receiver. 

 
The amplitude change caused by shadowing is 

often modeled using a log-normal distribution with a 
standard deviation according to the log-distance path 
loss model. Therefore, a signal undergoes slow fading 
if 

Ts << Tc 
And Bs >> Bd 
Ts= Signal Period, Tc= Coherence time,  
Bs= Signal Bandwidth and Bd= Doppler spread. 
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2.3.2.2 Flat Fading 
Flat fading is a type of fading in a 

communications channel that attenuates or fades all 
frequencies in the channel in the same amount. In flat 
fading, the coherence bandwidth of the channel is 
larger than the bandwidth of the signal [5]. Therefore, 
all frequency components of the signal will 
experience the same magnitude of fading. 
 
2.3.2.3 Rayleigh Fading  

Rayleigh fading is a statistical model for the 
effect of a propagation environment on a radio signal, 
such as that used by wireless devices. Rayleigh 
fading models assume that the magnitude of a signal 
that has passed through such a transmission medium 
(also called a communications channel) will vary 
randomly, or fade, according to a Rayleigh 
distribution - the radial component of the sum of two 
uncorrelated Gaussian random variables. Rayleigh 
fading is viewed as a reasonable model for 
tropospheric and ionospheric signal propagation as 
well as the effect of heavily built-up urban 
environments on radio signals [5]. Rayleigh fading is 
most applicable when there is no dominant 
propagation along a line of sight between the 
transmitter and receiver. If there is a dominant line of 
sight, Rician fading may be more applicable.  

 
2.3.2.4 Rician Fading  

Rician fading is a stochastic model for radio 
propagation anomaly caused by partial cancellation 
of a radio signal by itself - the signal arrives at the 
receiver by two different paths (hence exhibiting 
multipath interference), and at least one of the paths 
is changing (lengthening or shortening) [5]. Rician 
fading occurs when one of the paths, typically a line 
of sight signal, is much stronger than the others. In 
Rician fading, the amplitude gain is characterized by 
a Rician distribution.   

 
2.3.2.5 Identically Independently Distributed 

In probability theory and statistics, a sequence 
or other collection of random variables is 
independent and identically distributed (i.i.d.) if each 
random variable has the same probability distribution 
as the others and all are mutually independent. The 
abbreviation i.i.d. is particularly common in statistics 
where observations in a sample are often assumed to 
be (more-or-less) i.i.d. for the purposes of statistical 
inference [5]. 

 
2.4 Receiver  
 

Receiver refers to an electronic device at the 
receiving end of a communications channel, which 
changes a radio signal from a transmitter into useful 

information. The continuous time received signal is 
demodulated and sampled. The discrete-time signal is 
then passed to the equalizer to compensate for 
channel nonlinearity in order to allow high-speed 
communication [5]. The equalized digital signal is 
then passed to the detector in order to decide which 
of the transmitted signal is being currently received. 
Usually the transmitter and the receiver are carefully 
designed so as to minimize effects of noise and 
distortion on quality of reception.  

3. System Performance Measures 

3.1   Average Symbol Error Probability 
One of the difficult performance criterion is the 

average symbol error probability (SEP).  On the other 
hand, it is the one that  is most  revealing  about  the 
nature of the  system  behavior and the one most 
often illustrated in documents containing system 
performance evaluations, thus it is of primary interest 
to have a method for its evaluation that reduces the 
degree of difficulty as much as possible. The primary 
reason for the difficulty in evaluating average SEP 
lies in the fact that the conditional (on the fading) 
SEP is, in general, a nonlinear function of the 
instantaneous SNR, the nature of the nonlinearity 
being a function of the modulation/detection scheme 
employed by the system. For example, in the 
multichannel case, the average of the conditional SEP 
over the fading statistics is not a simple average of 
the per channel performance measure as was true for 
average SNR. The average SEP can be written as [10] 

∫=
α

γ γγγ
0

)()./()( dPEPEP ss           ………(1) 

Where,  is the conditional SEP. 

3.2   Modulation Technique 
Modulation is the process of varying one 

waveform in relation to another waveform. In 
telecommunications, modulation is used to convey a 
message. Often a high-frequency sinusoid waveform 
is used as carrier signal to convey a lower frequency 
signal. The three key parameters of a sine wave are 
its amplitude, its phase and its frequency, all of which 
can be modified in accordance with a low frequency 
information signal to obtain the modulated signal. A 
device that performs modulation is known as a 
modulator and a device that performs the inverse 
operation of modulation is known as a demodulator. 
A device that can do both operations is a modem. 

 

 

3.2.1 Quadrature Amplitude Modulation 

(QAM) 
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QAM (quadrature amplitude modulation) is a 
method of combining two amplitude-modulated 
(AM) signals into a single channel, thereby doubling 
the effective bandwidth. QAM is used with pulse 
amplitude modulation (PAM) in digital systems, 
especially in wireless applications [5]. In a QAM 
signal, there are two carriers, each having the same 
frequency but differing in phase by 90 degrees (one 
quarter of a cycle, from which the term quadrature 
arises). One signal is called the I signal, and the other 
is called the Q signal. Mathematically, one of the 
signals can be represented by a sine wave, and the 
other by a cosine wave. The two modulated carriers 
are combined at the source for transmission. At the 
destination, the carriers are separated, the data is 
extracted from each, and then the data is combined 
into the original modulating information. 
 

3.3   M- ary Modulation Technique  
In an M-ary signaling scheme, we may send one 

of M possible signals, s1(t), s2(t), …….., sM(t), 
during each signaling interval of duration T. For 
almost all applications, the number of possible 
signals M=2n, where n is an integer. The symbol 
duration T = nTb, where Tb is the bit duration. These 
signals are generated by changing the amplitude, 
phase, or frequency of a carrier in M discrete steps. 
Different kinds of M-ary modulation technique like 
MPSK, MDPSK and M-QAM, each of which offers 
virtues of its own. [12] 

 

3.3.1 M-ary Quadrature Amplitude 

Modulation (M-QAM) 
In M-QAM modulation scheme, the in-phase 

and quadrature components are both in-dependently 
PAM Modulated. The signal constellation for M-
QAM consists of a square lattice of message points. 
For M=16 the general form of M-QAM is defined by 
the transmitted signal 
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Where is the energy the signal with lowest 

amplitude and and are a pair of in-dependent 
integers chosen in accordance with location of 
pertinent message point. The signal  consists of 
two phase quadrature carriers, each of which is 
modulated by asset of discrete amplitudes. 

 

 

3.4   Diversity   
Transmit diversity is radio communication using 

signals that originate from two or more independent 
sources that have been modulated with identical 
information-bearing signals and that may vary in 
their transmission characteristics at any given instant. 
It can help overcome the effects of fading, outages, 
and circuit failures [5]. When using diversity 
transmission and reception, the amount of received 
signal improvement depends on the independence of 
the fading characteristics of the signal.  

 

3.4.1 Linear Diversity 
Linear diversity combining involves relatively 

simple weighted linear sums of multiple received 
signals. Linear diversity combining is the only kind 
generally applicable for distortion less reception of 
analog transmission [5]. However for digital data 
transmissions, one may admit ore general types of 
processing, with the goal of optimum digital decision 
(just as matched-filter processing generally involves a 
severe distortion of signals but results in statistically 
optimum decisions). 

 

3.4.2 Time Diversity 
Time Diversity is used in digital communication 

systems to combat that the transmissions channel 
may suffer from error bursts due to time-varying 
channel conditions. The error bursts may be caused 
by fading in combination with a moving receiver, 
transmitter or obstacle, or by intermittent 
electromagnetic interference, for example from 
crosstalk in a cable, or co-channel interference from 
radio transmitters. Time diversity implies that the 
same data is transmitted multiple times, or a 
redundant error code is added. By means of bit-
interleaving, the error bursts may be spread in time. 

 
Time diversity is achieved by averaging the 

fading of the channel overtime. Typically, the channel 
coherence time is of the order of tens to hundreds of 
symbols, and therefore the channel is highly 
correlated across consecutive symbols. To ensure that 
the coded symbols are transmitted through 
independent or nearly independent fading gains, 
interleaving of code words is required. For simplicity, 
let us consider a flat fading channel. We transmit a 
codeword X=  of length L 
symbols and the received signal is given by 

 

 ……...…(3) 
Assuming ideal interleaving so that consecutive 

symbols are transmitted sufficiently far apart in 
time, we can assume that the are  independent. 
The parameter L is commonly called the number of 
diversity branches. The additive noises , 
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…………,  are random variables. 

 

3.4.3   Space Diversity 
Space diversity is any one of several wireless 

diversity schemes that use two or more antennas to 
improve the quality and reliability of a wireless link. 
Often, especially in urban and indoor environments, 
there is not a clear line-of-sight (LOS) between 
transmitter and receiver. Instead the signal is reflected 
along multiple paths before finally being received. 
Each of these bounces can introduce phase shifts, 
time delays, attenuations, and even distortions that 
can destructively interfere with one another at the 
aperture of the receiving antenna. Antenna diversity 
is especially effective at mitigating these multipath 
situations. This is because multiple antennas offer a 
receiver several observations of the same signal. Each 
antenna will experience a different interference 
environment. Thus, if one antenna is experiencing a 
deep fade, it is likely that another has a sufficient 
signal. Collectively such a system can provide a 
robust link. While this is primarily seen in receiving 
systems (diversity reception), the analog has also 
proven valuable for transmitting systems (transmit 
diversity) as well. 

 
Inherently an antenna diversity scheme requires 

additional hardware and integration versus a single 
antenna system but due to the commonality of the 
signal paths a fair amount of circuitry can be shared. 
Also with the multiple signals there is a greater 
processing demand placed on the receiver, which can 
lead to tighter design requirements. Typically, 
however, signal reliability is paramount and using 
multiple antennas is an effective way to decrease the 
number of drop-outs and lost connections. 

 

3.4.4   Space Time Transmit Diversity (STTD) 
Space-time block coding based transmit 

diversity (STTD) is a method of transmit diversity 
used in Universal Mobile Telecommunications 
System (UMTS) third-generation cellular systems. 
STTD utilizes space-time block code (STBC) in 
order to exploit redundancy in multiple transmitted 
versions of a signal. In this diversity technique there 
are multiple transmit antennas and one receive 
antenna, the MISO channel. Because it is often 
cheaper to have multiple antennas at the base-station, 
than to have multiple antennas at every handset. If 
there are L transmits antennas then it is easy to get a 
diversity gain of L, simply transmit the same symbol 
over the L different antennas during L symbol times. 
At any one time, only one antenna is turned on and 

the rest are silent. More generally, any time diversity 
code of block length L can be used on this transmit 
diversity system by simply using one antenna at a 
time and transmitting the coded symbols of the time 
diversity code successively over the different 
antennas. This provides a coding gain over the 
repetition code. 

 
3.5   A Simple Transmit Diversity 
Technique for Wireless Communications  

 
A new transmit diversity scheme has been 

presented where it is shown that, using two transmit 
antennas and one receive antenna, it provides the 
same diversity order as MRC with one transmit and 
two receive antennas. It is further shown that the 
scheme may easily be generalized to two transmit 
antennas and M receive antennas to provide a 
diversity order of 2M. An obvious application of the 
scheme is to provide diversity improvement at all the 
remote units in a wireless system, using two transmit 
antennas at the base stations instead of two receive 
antennas at all the remote terminals. The scheme does 
not require any feedback from the receiver to the 
transmitter and its computation complexity is similar 
to MRC. When compared with MRC, if the total 
radiated power is to remain the same, the transmit 
diversity scheme has a 3-dB disadvantage because of 
the simultaneous transmission of two distinct 
symbols from two antennas. Otherwise, if the total 
radiated power is doubled, then its performance is 
identical to MRC [13]. Moreover, assuming equal 
radiated power, the scheme requires two half-power 
amplifiers compared to one full power amplifier for 
MRC, which may be advantageous for system 
implementation. 

 
4. SEP Performance of M-QAM over 
Rician Fading Channel with STTD 
 
Several works have been reported on the 

performance analysis of M-QAM in fading channels, 
where mainly the symbol error probability (SEP) 
performance has been derived. Statistical analysis of 
received signal to noise ratio (SNR) properties is 
carried out under Rician fading with space-time 
transmit diversity (STTD) and new close form 
expression for the probability density function (pdf) 
of received SNR is obtained in [11]. 

4.1   System Model 
Consider a wireless downlink with two transmits 

and one receive antenna as shown in Figure (2.2) 
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Figure 2: System model for STTD 
 
Where, Eb/2N0 denotes the average transmit 

SNR per bit in each antenna, S1 (t) and S2 (t) are the 
symbols transmitted by both the antennas at time (t), 
S1*(t+T), and –S*2(t+T) are the symbols transmitted 
by both antennas at time (t+T), * represents complex 
conjugate operation. And α1

2 and α2
2 are the 

independent channel gains (square of the fading 
attenuation factor) introduced by the fading channel 
[11]. 

 
4.2   Maximal-Ratio Diversity Combining 
(MRC) 

In telecommunications, maximal-ratio 
combining is a method of diversity combining in 
which [10]: 

(a) The signals from each channel are added 
together. 

(b) The gain of each channel is made 
proportional to the rms signal level and inversely 
proportional to the mean square noise level in that 
channel. 

(c) Different proportionality constants are used 
for each channel. It is also known as ratio-squared 
combining and pre-detection combining. Maximal-
ratio-combining is the optimum combiner for 
independent AWGN channels. 

In Maximum Ratio combining each signal 
branch is multiplied by a weight factor that is 
proportional to the signal amplitude. That is, 
branches with strong signal are further amplified, 
while weak signals are attenuated. 

 
 
4.3   Performance Comparison Of M-
QAM with and Without STTD 
 

4.3.1 Probability of Symbol Error for M-
QAM Modulation for Rician Fading 
Channels without Space-Time Transmit 
Diversity (STTD) 
The probability of symbol error for M-QAM over 
i.i.d. Rician fading channels with Rician parameter K, 
diversity N, and mean symbol SNR,  , is given as 
follows 

 

……(4) 
For the detailed analysis of eq. (4.6), please refer to 
appendix B. On comparing the SEP expressions for 
MDPSK and MPSK, available in the literature [7] 
with our SEP expression (4.6), obtained using 
mathematical analysis for M-QAM over slow, flat, 
i.i.d Rician fading channels when MRC is applied at 
the receiver, it can be easily seen that SEP 
expressions for MDPSK and MPSK are in the 
integral form whereas our SEP expression for M-
QAM is in simple closed form and contains only 
exponential functions. On substituting, N = 1 in 
equation (4.6), we found  

 
 

…...(5) 
Moreover, it can also be shown that as K goes to zero 
that a substitution of K=0 in (4.6) 
yields the probability of symbol error for M-QAM 
over a Rayleigh fading channel with 
diversity N 

 …...(6) 

It can be easily shown that as K goes to infinity, that a 
substitution of K=∞ in (4.6) yields the probability of 
symbol error for M-QAM over a Gaussian channel as 

…...(7) 

 
4.3.2 Probability of Symbol Error for M-
QAM Modulation for Rician Fading 
Channels with Space-Time Transmit 
Diversity (STTD) 
 

The probability of symbol error for M-QAM 
modulation for i.i.d Rician fading channels with 
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space-time transmit diversity (STTD) is given as 
follows: 

 

  …...(8) 

For the details analysis of equation 5.1, please 
refer to appendix C.  

The analysis presented in [11] is based on exact 
SEP analysis of M-QAM and the obtained expression 
for bit-error rate is too complicated and is in the form 
of infinite series. On comparing the expression 
obtained in with our expression (5.1), it can be easily 
seen that our expression for symbol error rate (5.1), is 
in a simple closed form and is much easier to deal 
with. It can be easily shown that as K goes to zero, 
that a substitution of K = 0 in (5.1), yields the 
probability of bit error for M-QAM over i.i.d 
Rayleigh fading channels with STTD. 

 
4.4 Performance Comparison of M-QAM 
with and without STTD 

Here, we investigated the effect of symbol error 
rate of M-QAM modulation with and without STTD. 
For this investigation we use the equation 4.7 and 5.1 
[11]. 

 
 

Figure 3 : Performance comparison of M-QAM (M=8) 
with and without STTD. 

 

 

Figure 4: Performance comparison of M-QAM (M=16) 
with and without STTD. 

4.5 Analysis and Discussion 
From Figure 3 for M=8 & N=2, considering 15 

dB SNR for M-QAM without STTD, at K=0 dB the 
SEP is approximately .02775, at K=6 dB the SEP is 
approximately .01575, at K=12 dB the SEP is 
approximately .003792 and at K=∞ dB the SEP is 
approximately .0005629.  

 
From Figure 3 for M=8 & N=2, considering 15 

dB SNR for M-QAM with STTD, at K=0 dB the SEP 
is approximately .02031, at K=6 dB the SEP is 
approximately .006884, at K=12 dB the SEP is 
approximately .001783 and at K=∞ dB the SEP is 
approximately .0005629.  

 
From Figure 4 for M=16 & N=2, considering 15 

dB SNR for M-QAM without STTD, at K=0 dB the 
SEP is approximately .112, at K=6 dB the SEP is 
approximately .08467, at K=12 dB the SEP is 
approximately .05085 and at K=∞ dB the SEP is 
approximately .03113.  

 
From Figure 4 for M=16 & N=2, considering 15 

dB SNR for M-QAM with STTD, at K=0 dB the SEP 
is approximately .09768, at K=6 dB the SEP is 
approximately .06338, at K=12 dB the SEP is 
approximately .04126 and at K=∞ dB the SEP is 
approximately .03113. 

 
So we observe that, for both M=8 and M=16, the 

SEP is lower for M-QAM with STTD than M-QAM 
without STTD.   
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Also we observe from the figures that the SEP 

reduces for M-QAM with STTD than M-QAM 
without STTD.  

5. CONCLUSION  
In this paper, we obtained simple symbol error 

probability for M-QAM transmitted over slow, flat, 
identically independently distributed Rician fading 
channel using simple space time transmit diversity. 
For M-QAM modulation with N branch diversity, 
assuming channel information is known, with 
maximal-ratio-combining over Rician fading channel 
we obtained a simple closed form expression for SEP. 
Our expression is correct for all vales of K, N, and M 
> 4 with 0 < SNR < 30 dB. We found that M-QAM 
modulation technique with STTD is most suitable 
technique for combating fading in wireless 
communication for its lower SEP. SEP should keep 
low to transmit data perfectly from transmitter to 
receiver. For efficient transmission of information in 
wireless communication the M-QAM modulation 
technique shows the better performance for its lower 
SEP. 

 
Our work could be extended for different types 

of combining with the availability or unavailability of 
CSIT. Another possible extension to our work would 
be to obtain exact bit-error rates of M-QAM over 
slow, flat, Rician fading channels when linear 
diversity combining is applied to combat degradation 
due to fading 
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Abstract 

 In this paper we attempt to provide a probabilistic method to determine a standard template for a class 

of websites that aids the websites developers to create a websites without loosing any of the functionalities, and 

attractiveness that the site required. We assume the input as a set of already existing web sites of same class  are 

viewed as graphs and vertex cover gives us all the important functionalities and hub pages of the web sites. The 

vertex cover can be viewed as a schema that indicates the important functionalities of this class of problem that 

need to be present. The genetic operators optimize the websites and yields standard templates.  

Keywords: Vertex cover, Genetic Algorithms, Web site development 

 
1. Introduction 

Today there will be millions of searches performed 

on the Internet for retrieving information from the 

World Wide Web. The process of getting the website 

to the top of the search engines  is known as search 

engine optimization (SEO). The website developers 

and the organizations objective are to be to get their 

web sites on the top of the ranklist in the search 

engines, which will aid to make the random surfer to 

view the sites and its contents. The web sites may be 

viewed as the weighted graphs in which the nodes are 

the pages and the links to these pages as edges. The 

weight of each node is given as cumulative sum of 

the content, appearance, community which are 

considered as the important characteristics of the 

efficient, and successful web sites. The number of 

inlinks and number of outlinks of the nodes are 

considered. The vertex cover of this graph is obtained 

in such a way that the vertices with highest weight 

and higher number of inlinks and higher number of 

out links are there in the cover. The vertex cover 

gives us all the important functionalities and hub 

pages of the web sites. This vertex cover will be 

considered as the schema for the genetic operators. 

The genetic operators are applied to this schema for 

getting the optimized graph that can be used as the 

standard template for developing the web sites of the 

same class of problems. Web crawlers and other page 

ranking algorithms have been developed to 

understand and take the advantages of browsing for 

information retrieval. Early algorithms in this 

problem do not address formulation of standard 

templates for a given search. 

1.1 Basic Definitions and Results 

1.1.1Usability and Accessibility 

Regardless of how much content is on your site, or 

how often your site visitors return to talk to each, it is 

still important that your site be easy to use.. If they 

enter on the last page of your article, it is important 

that there is an obvious way to navigate through the 

site and get back to the first page. A general rule of 

thumb is that any page on your site should be 
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reachable with 2 clicks from your home page. For 

larger sites this probably isn’t realistic, but offering a 

sitemap and/or a site wide search can really help. 

Regardless of whether the link is part of a navigation 

menu, or if it is simply in the body of the text, visitors 

should understand where the link will lead them. 

Usability refers to designing web sites which can be 

used quickly and easily. Basic usability principles 

have been determined through extensive testing of 

typical web users. 

Accessibility is considered to be a subset of usability. 

Web accessibility refers to creating web pages so that 

they are more usable by everyone, including people 

with disabilities involving sight, movement, etc. and 

are device independent. In the view of websites as a 

graph these usability and accessibility of a node is 

determined   the number of inlinks and number of 

outlinks  to  the  page. 

1.1.2 Web Site Organization 

A well organized web site will increase it's usability 

resulting in its visitors staying on the site longer and 

coming back more frequently.  

Overview of Site Structure 

The main page could be referred to as level one, the 

Our Products, About Us, Contact Us, and the Photos 

page as level 2, and each of the individual product 

pages as level three. The main page of your site, also 

referred to as the home or index page, is the first page 

visitors will see when going to your domain. On this 

page there should be navigation linking to each of the 

major subpages of the site. These navigation links 

can be either text links or image buttons 

 

Figure 1 . Website organization 

There would then be five main navigational links for 

this site: Main page ,About us ,Our Products, Photos, 

Contact us.These five links should appear on each of 

the eight pages of the site( Figure 1). The header and 

title on the top of each page should either be the same 

as or similiar to the text on each of the navigation 

links. To maintain a consistent look and feel 

throughout the site, the same overall design should be 

used on each page. It is however, a good idea to 

include plain text links to each of the main pages on 

the bottom of each page of the site. This is especially 

important if the other links are made from graphics. It 

has also been stated that for a well organized sites, it 

should not take more than three clicks to get from one 

page to any other page on the same web site. 

 

1.1.3  Network Based Web Design 

A great Website design that makes sophisticated use 

of HyperText is a form of effective networking. 

Website design is rooted in HyperText, still so new 

that few people can even imagine its long-term 

implications. HyperText, is a form of language that is 

based in electronic networking. As is the case with 

many aspects of the technology, Website design 

guidance is evolving along with the rest of the on-line 

industry. One thing is sure, great design in a Website 

has the user at its priority. Visiting a great Website is 

more like going to organization than reading a 
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brochure of it.   

Figure 2.  Hierarchical Website Design 

Figure 2 is a graphical representation of most 

approaches to design. The home page is seen as the 

"gateway" to the rest of the Website and emphasizes 

the firm's identity. The Website's design assumes that 

all visitors will come in through the front door. 

The most commonly made mistake in Website 

development is the attempt to create a self-contained 

universe centered around the interests of the firm. 

The type of hierarchical design illustrated in Figure 

8a, which is like an old-fashioned organization chart, 

imposes a layer of data that users, or visitors may 

consider unnecessary layer between them and the 

information (jobs database, links, professional 

assistance) they consider to be of value. The 

Website's design places the firm's structural 

information (company description) on a par with the 

services the firm offers. 

The current state of Website design facilitates such a 

hierarchical approach. Among other things, such a 

hierarchical structure makes it easier for a firm to 

keep track of the files that compose a Website. 

Unfortunately, this design approach places a higher 

emphasis on the convenience of the Website's 

provider than on its users, who are the firm's current 

or potentially future clients. 

 
             Figure 3.  Network-based Website Design 

Although presented here as a two-dimensional figure, 

a well-designed Website is more spherical in shape. 

Figure 3 is an attempt to describe a great Website 

design visually. Network-based Website design 

assumes that a relationship with the firm behind the 

Website comes after visitors have a positive 

experience with the information products presented. 

The design starts with a user-based orientation. 

2. Network as a Graph 

Both website design can be viewed as the directed 

graph induced by the hyperlinks between Web pages; 

we refer to this as the Web graph. In this graph, 

nodes represent static html pages and hyperlinks 

represent directed edges. Recent estimates suggest 

that there are over a billion nodes in the Web graph; 

this quantity is growing by a few percent a month. 

The average node has roughly seven hyperlinks 

(directed edges) to other pages.[6] 

blue: for links (the A tag) , red: for tables (TABLE, 

TR and TD tags), green: for the DIV tag , violet: for 

images (the IMG tag), yellow: for forms (FORM, 

INPUT, TEXTAREA, SELECT and OPTION tags) , 

orange: for line breaks and block quotes (BR, P, and 

BLOCKQUOTE tags) , black: the HTML tag, the 

root node ,  gray: all other tags. In the graph obtained 

more the nodes in red and yellow indicates that the 
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page is rich in content, more the nodes in green and 

violet indicates that the page is rich in media content , 

the number of blue nodes indicates the sum of inlinks 

and out links etc. These observations can be used to 

obtain the weight of the Page ( that is a node in the 

web graph). 

 
 

      Figure 4. Graph structure of a university site. 

 

3.Proposed Method 

 

3.1 Problem Statement  

The Websites of the any organization can be viewed 

as weighted graph ,and the weight of the vertices 

depends on the importance of the page, expected 

users,  its  number of inlinks, and out links. we 

consider the web sites as  a directed graph in which 

the nodes are the pages dealing with a specified 

functionalities and edges  are the hyperlinks from one 

page to another. That is G = (V,E) web graph , V is 

set of  the pages on the site and associated with a 

weight wi, and E is set of the hyperlinks from one 

page to another. In this paper we proposed a  method 

that can be used to generate a template for the new 

websites that are being developed. This method also 

yields a crawling strategy for the efficient search 

engines for ranking and indexing.  

3.2 Vertex cover Algorithm: 

A vertex-cover of an undirected graph G=(V, E) is a 

subset of V` subset of V such that if  edge (u, v) is an 

edge of G then either u in V or v in V` (or both).  The 

maximum coverage problem is a useful model for a 

variety of applications regarding covering graphs 

with subgraphs, circuit layout, scheduling, and 

facility location [1][2].As an example, the problem of 

locating pages on a webgraph can be modeled, which 

is a special case of the maximum coverage problem 

where the elements are edges of the network and the 

sets to be covered are important functionalities of the 

websites. A vertex-cover of an undirected graph 

G=(V, E) V`subset of Vand such that   edge (u, v) is 

an edge of G then either u in V or v in V`.[4] 

1. c ← { } 

2. E` ← E[G] 

3. while E` is not empty do 

4.     Let (i, j) be an  arbitrary edge of E  

5.     c ← c U {i, j} 

6.     Remove from E` every edge incident on 

either ior j 

7. return c 

Illustration  Consider the graph shown in figure 5. 

 

Figure  5. A weighted graph taken as example 
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  C = { A.B} 

       
  C = {A,B,D,G} 

  

   C = { A,B,D,G,E,C} 

Figure 6   Vertex cover algorithm illustration and 

one  cover set is shown with black color vertices.. 

Let us consider the websites of same class . For 

example we would take the websites of an 

educational institutions, and identify the 

functionalities, characteristics of those sites as 

academic departments, administration, students, 

Hostel accommodation, canteen facilities , placement 

of Logo, pictures etc and the hyperlinks between 

those functionalities. This  could be viewed as a 

graph, in which the functionalities of the websites as 

vertices, and navigation links or hyperlinks as the 

edges. The vertex cover of those webgraphs  gives a 

hitting set whose property is defined that every edge 

of G has at least one member in the vertex cover. 

Thus  the vertex cover provides all the important 

functionalities in the website from which we could 

able to explore the entire websites by passing  

minimum no of edges, that is any functionality could 

be arrived by hitting minimum navigation links. For 

the given graph all the possible vertex covers are 

identified and a schema is inferred from this such 

that, if all the vertex covers having one particular 

node or page then that functionality is represented a 

one , all the vertex cover does not have one vertex or 

page then that is represented by zero, some vertex 

cover has one node and some other does not have that 

then that will be represented by a don’tcare term. The 

schema obtained by the above vertex cover 

{A,B,C,D,E,G} could be written as H1(11111*1). 

The other possible vertex covers and corresponding 

schema are tabulated as below in table 1. This 

schema can be used along with the genetic algorithm 

to have the optimized solutions for the websites.  

 

Table 1: Vertex covers and its Schema 

Vertex Cover Schema  

{A,B,C,D,E,G} H1(11111*1) 

{A,C,D,G} H2(1*11**1) 

{A,B,D,E} H3(11*11**) 

{A,B,D,E,G} H4(11*11*1) 

{A,B,C,D,E,F} H5(111111*) 

3.3 Genetic Operators Employed at Vertex 

Cover 

This starts with the initial random population and  the 

fitness function of the individuals is defined square of 

the value. The probability of reproduction of a given 

subject will directly depend on this value. The 

possible solution space is created by the random 

generation of individuals and represented by the 

binary string of length equal to the number of 

functionalities. A mating pool is created by 

combining the pairs in  the current population in such 
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a way that the individuals with highest fitness value 

will be selected. The crossover and mutation 

operations are applied to the selected individuals at 

random positions for getting the next generation. 

With the progression of the genetic algorithm, the 

differences between fitness are reduced. The best 

ones then get quite the same selection probability as 

the others and the genetic algorithm stops 

progressing. The newer population will be the 

optimized solutions indicating the necessary 

functionalities for the web sites.[5]. 

The individuals are represented as the binary strings 

of length equal to the number of pages in the site. For 

simplicity let us consider a website with 5 major 

functionalities, and from webgraph we obtain 3 

schema identifying its vertex covers as H1(1***10*) 

,H2(0*1***1),H3(11*10**).The initial population is 

created by four individuals in random manner, and 

the crossover and mutation probabilities are Pc and 

Pm respectively( Table 2). Table 3 shows the schema 

processing and which schema will survive in the next 

generation. The next generation population and its 

fitness values are calculated and tabulated in Table 4. 

The expected count and the actual count of the 

schema presented in the new population is tabulated 

in table 5.  

Table 2 : Initial Population and Selection 

String No Initial 
Population 

xValues F(x) = 
x*x 

Pselec
t fi/Σf 

Expecte
d count  

fi *n/ Σf 

Actual 
count from 
Roulette 
wheel 
selection 

1 1001101 77 5929 0.136 0.544 0 

2 1100110 102 10404 0.239 0.955 1 

3 1111100 124 15376 0.353 1.411 2 

4 1101001 109 11881 0.272 1.090 1 

Sum 43590 1.00 4.00 4.0 

Average 10897.5 0.25 1.00 1.0 

Max                                         15376 0.353 1.411 2.0 

Table 3 : Schema Processing 

Schema String 
representing the 
schema in the 
population 

Sche
ma 
average 
fitness 

H1(1***10*) 1,3 10653 

H2(0*1***1) 0 0 

H3(11*10**). 4 11881 

Table 4 : String Processing 

Mating Pool 
after 
reproduction 

Mate 
(Rando
m 
selection
) 

Crossover site 
(Random 
selection)  

New 
Population 

  x 
value 

  F(x) 
= x*x 

1100110 2 3 1101100 108 11664 

1111100 1 3 1110110 118 13924 

1111100 4 5 1111101 125 15625 

1101001 3 5 1101000 104 10816 

Sum 52029 

Average 13007 

Max 15625 

Table 5: Schema Processing After reproduction 

Expected 
Count 

Actual 
count 

String 
representation 

 1.10 2 1,3 

0 0 - 

1.09 1 4 

Table 6: After all Processing 

Expected 
Count 

Actual 
count 

String 
representation 

0.96 0 0 

0 0 0 

3.20 3 2,3,4 

After several iterations table 6 is formed from which 

we could infer the optimal web site design should 

follow the schema H3. The newer population will be 
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the optimized solutions indicating the necessary 

functionalities for the web sites. 

4. Conclusion and Future Work 

This will be a good guidelines for the web site 

developers and the search engines may also perform a 

random walk on the web sites based on this can easily 

be identify the required information is available on 

the sites . The optimized web sites will aid the 

crawler for fast crawling process and perform ranking 

and indexing in a better way. .This idea is useful in 

identifying the unvisited web pages in the site and 

they can be removed automatically. In our proposed 

method we consider only the usability and 

accessibility of the web sites. The other HTML tags 

can also need to be considering that will improve the 

quality of Service by other factors such as content, 

community and appearance etc.  
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                                                                   Abstract 

In this paper, a novel algorithm named MLFM (multi level frequent mining) is proposed.  

It is an algorithm for mining multilevel association rules frequently from transactional 

database.  

In most of the studies, multilevel rules will be mined through repeated mining from databases  

or mining the rules at each individually levels, it affects the efficiency, integrality and 

accuracy.   

To find a solution to this problem, this paper apply link-list structure algorithm for multilevel  

association rules. Our algorithm main aim is to find strong association for lower level.  

Algorithm has better executive efficiency and expansibility, which is proved in our experiments. 

Keywords   Association rule, multilevel association rule, frequent itemset, Transactional 

database 
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1. Introduction 

Data Mining refers to extracting or 

“Mining” knowledge from large amounts of 

data. Today’s Industrial scenario is having 

manifold of data which is data rich and 

information Poor .The information and 

knowledge gained can be used for 

applications ranging from business 

management, production control ,and market 

analysis, to engineering design and science 

exploration. Association mining [2], [7] is 

one of the important branch in data mining. 

The initial application of association rule 

mining was on market basket data. Recently, 

study on association rule mining has been 

extended to more areas, such as multimedia 

data. An association rule is a relationship of 

the form X => Y, where X and Y are sets of 

items. X is called the antecedent and Y the 

consequence. An example of the rule can be, 

“customers who purchase an item X are very 

likely to purchase another item Y at the 

same time”. There are two primary quality 

measures for each rule, support and 

confidence [9]. The rule X =>Y has support 

s% in the transaction set D if s% of 

transactions in D contain both X and Y. The 

rule has confidence c% if c% of transactions 

in D that contain X also contain Y [4] [8]. 

The goal of association rule mining is to find 

all the rules with support and confidence 

exceeding user specified thresholds, i.e., 

minimum support and minimum confidence 

threshold, however, previous work has been 

focused on mining association rules at a 

single concept level as well as multiple-

level. There are applications, which need to 

find “level-crossing” associations at multiple 

concept levels. For example, besides finding 

80% of customers that purchase milk may 

also purchase bread, it could be informative 

to also show that 75% of people buy wheat 

bread if they buy 2% milk or 70% of people 

buy milk if they buy wheat bread [1] [14]. 

The association relationship in the latter 

statement is expressed at a lower level but 

often carries more specific and concrete 

information than that in the former. This 

requires progressively deepening the 

knowledge mining process for finding 

refined knowledge from data. The necessity 

for mining multiple level (level-crossing) 

association rules or using taxonomy 

information at mining association rules has 

also been observed by other researchers[3] 

[4] is in turn a bread’, or In many 

applications, the taxonomy information is 

either stored unreservedly in the database, 

such as “Wonder wheat bread is a wheat 

bread which computed elsewhere[1][15]. 

Thus, data items can be easily generalized to 

multiple concept levels. In this study, a link 

list structure is developed for mining Multi 

level-crossing association rules in large 

transaction databases by extension of some 

existing multiple-level association rule 

mining techniques[2]. This method is using 

concept of reduced support and refine the 

transaction table at each level. 
.  

 

2. Method for mining multilevel crossing 

association rules   

A method for mining “level-crossing” 

association rules is introduced in this 

section, which uses a hierarchy information 

encoded transaction table T [1]. This is 

based on the following consideration [4] [5]. 

First, a data mining query is usually in 
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relevance to only a fraction of the 

transaction database, such as food instead of 

all the items. It is beneficial to first collect 

the relevant set of data and then work 

repeatedly on the task-relevant set. Second, 

encoding can be performed during the 

collection of task-relevant data and thus 

there is no extra “encoding passes” required 

[6]. Third, an encoding string, which 

represents a position in a hierarchy, to 

illustrate, here is an example of a concept 

hierarchy. 

Food

BananaAppleWheatWhiteSkimmed2 percent

FruitBreadMilk

Figure 1: Concept Hierarchy Tree Example 

 Each node in the concept-hierarchy tree in 

Figure 1 represents one item in the itemset 

(except for the root node “Food” since it 

represents all items) [5] [10]. Notice that 

there are essentially two levels to this tree 

structure (Root node not considered as a 

level, shown for illustration purposes only).  

At the first level, there are three items – 

Milk, Bread, and Fruit.  At level 2, the items 

or nodes are children of their parent items or 

nodes at level 1.  Items 2 percent and 

Skimmed are children of Milk.  Items White 

and Wheat are children of parent node 

Bread.  And items Apple and Banana are 

children of parent item Fruit.  During multi-

level association rule mining, the taxonomy 

information for each (grouped) item in 

figure.1 is encoded as a sequence of digits in 

the transaction table T [1] represents [11] 

[12]. For example, the item `2 percent 

foremost milk' is encoded as `112' in which 

the first digit, `1', represents `milk' at level-

1, the second, `1', for `2 percent (milk)' at 

level-2, and the third, `2', for the brand 

`Foremost' at level-3. Similar to [3], 

repeated items (i.e., items with the same 

encoding) at any level will be treated as one 

item in one transaction 

 
    

Figure 2: Concept Hierarchy with Taxonomy                                            

                               Information 

3. Structure and algorithm:  

 There are two courses in mining association 

rule. First, find all frequent itemsets in target 

database. Secondly, generate association 

rules from frequent itemsets. The first course 

is the core of the algorithm and has an 

important effect on efficiency of mining, 

while the second course is simpler relatively 

[13]. So, MLFM algorithm intends to 

improve the first course mostly. We are 

presenting MLFM algorithm two ways one 

is Static representation and second is 

Dynamic representation. 
3.1 Static representation of MLFM 
algorithm:        
We are taking a database of Transactions 

table and level crossing association rules [1]. 

We are connecting the transactions Id and 

Items using array methods. We are defining 

level crossing association rules [4]. We 
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define the level-l frequent-n itemset and 

Filtered Transaction table T[l] where l 

defines the level of T and n define the no. of 

itemsets. For example level 1 has total items 

combination is n.  

Example: We are given a database of 

customer transactions table. Each 

transaction consists of following fields: 

Transaction ID and items purchased in that 

transaction. We don’t consider quantities of 

items brought in a transaction. The items are 

represented by an item ID. An itemset is a 

non empty set of items, in which items’ are 

arranged in ascending order with respect to 

its ID. 

            Table 1: Encoded transaction table: T [1] 

The derivation of the frequent item sets at 

level 1 proceeds as follows: 

Let the minimum support be 4 transactions. 

The level-1 frequent 1-itemset table L [1, 1]. 

Can be derived by scanning T [1], 

registering support of each generalized item, 

such as _ 1**, . . . ; 4 **, if a transaction 

contains such an item, and filtering out those 

whose accumulated support count is lower 

than the minimum support. L [1, 1] is then 

used to filter out (1) any item which is not 

frequent in a transaction, and (2) the 

transactions in T [1] which contain only 

infrequent items. This results in the filtered 

transaction table T [2]. Moreover, since 

there are only two entries in L [1, 1], the 

level-1 frequent 2-itemset table L [1, 2] may 

contain only one candidate item {1 **; 2**} 

which is supported by four transactions in T 

[2]. 

Filtered Transaction Table T [2] 

 

 

 

 

 

 

Level-1 Min_support = 4 

Level-1frequent-1itemset 

L [1, 1] 

 

 

 

Level-1frequent-2 itemset 

L [1, 2] 

 

 

 

Figure 3.1 Large itemset at level 1 and filtered 

         Transaction table T [2] 

According to the definition of ML-

association rules, only the descendants of 

the frequent items at level-1 are considered 

as candidates in the level-2 frequent 1-

itemsets. Let minsup.2 is 3. The level-2 

frequent 1-itemsets L [2,1] can be derived 

from the filtered transaction table T [2] by 

accumulating the support count and 

removing those whose support is smaller 

than the  minimum support, which results in 

L[2,1] of Fig. 3.2. Similarly, the frequent 2-

itemset table L [2, 1] is formed by the 

combinations of the entries in L [2, 1], 

TID          Items 
 

T1 {111, 121, 211, 221} 

T2 {111, 211, 222, 323} 

T3 {112, 122, 211, 221,411} 

T4 {111, 121} 
T5 {111,122,211,221, 413} 

T6 {211, 323, 524} 

T7 {323, 411, 524,713} 

Tid Items 
T1 {111, 121, 211, 221} 
T2 {111, 211, 222} 
T3 {112, 122, 211, 221} 
T4 {111, 121} 
T5 {111, 122, 211,221} 
T6 {211} 

Itemset support 
{1**} 5 
{2**} 5 

Itemset support 
{1**, 2**} 4 
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together with the support derived from T [2], 

filtered using the corresponding threshold. 

Likewise, the frequent 3-itemset table L [2, 

3] is formed by the combinations of the 

entries in L [2, 2]. Finally, L [3, 1] and L [3, 

2] at level 3 are computed in a similar 

process, with the results shown in Fig. 3.2. 

Level-2 Minsup = 3 

Level-2 frequent-1 itemset 

L [2, 1] 

 

 

 

 

           

Level-2 frequent-2 itemset 

L [2, 2] 

          

                                             

 

 

 

                           Level-2 frequent-3 itemset   

                                  L [2, 3] 

 

 

 

                           Level-3 Minsup = 2 

                     Level-3 frequent-1 itemset 

                               L [3, 1] 

    

 

 

 

                    Level-3 frequent-2 itemset  

                                   L [3, 2] 

   

 

    Figure 3.2: Large itemset at level 2 and 3           

 3.2 Dynamic Repreentation of MLFM 
Algorithm: 
We are taking a database of customer 

transactions table and level crossing 

association rules. We are connecting the 

transactions Id and Items using link list 

methods. And same ways connect level 

crossing association rules. We are define  

level crossing association rules  simple three 

structures named level node combination, 

Value Set Node, count  node respectively. 

Level node combination presents each level 

items combination. For example level 1 has 

total items combination is 3. Second one is 

value set node define items value. Third is 

count node representing frequency of items 

according minimum support count? A 3-

level link list structure, which is based on 

the three simple structures and used to 

reserve itemsets in database, is generated in 

MLFM algorithm. An example is given to 

show the structure in figure (3.4) and the 

data used in the example is from a 

transactional table shown in table T [1]. In 

figure (3.4), the minimum support is 4, 3, 

respectly.      

 

Itemset            support 
{11*}     5 
{12*}     4  
{21*}     5 
{22*}     4 

    Itemset           support 

{11*,12*}   4 
{11*,21*}   3  
{11*,22*}   4 
{12*,22*}   3 
{21*,22*}   3 

        Itemset           support 
{11*, 12*, 22*}   3 
{11*, 21*, 22*}   3 

        Itemset          support 
       {111}   4 
       {211}   4 
       {221}   3 
        {121}   2 

        Itemset           support 
       {111,211}   3 
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 Figure 3.3: Large itemset at level 1, 2 and 3   

 Algorithm MLFM : Verify Multi Level 

Frequent Mining (MLFM) process with the 

help of finding frequent item sets up to 3-

level in a transactional database. 

Input: 

• T[l], a hierarchy-information-encoded 

and task-relevant set of transaction 

database, in the basis of transaction id 

and itemsets values in which each item 

in the Itemset contains encoded concept 

hierarchy information. 

• The minimum support threshold 

(minsup[l]) which decrease at each 

concept level l. 

Output: All Frequent item sets satisfy 

minimum support threshold (minsup[l]), 

which will decrease at each concept level l. 

Method: A top-down, progressively 

deepening process which collects frequent 

item sets at different concept levels as 

follows: Starting at level 1, derive for each 

level l up to 3, the frequent k-items sets, T [l 

,k] , for each k and the frequent  item set T 

[l] ( for all k's), as follows: 

1. for (l=1; L[l,1] ≠ Ø; l++) do  

2. { 

3. L[ l,1] = get_frequent_1_itemsets(T[l],1); 

4.      for ( k=2; L[l,k-1] ≠ Ø; k++ ) do 

5.      { 

6.       Ck= apriori_gen(L[l,k-1]); 

7.             for each transaction t € T do 

8.             { 

9.                  Ct = get_subsets(Ck,t); 

10.                   for each candidate c € Ct do 

11.                         c.support ++; 

12.              } 

13.  L[l,k] = {c € Ck | c.support >= minsup[l] 

} 

14.    minsup[l]--; 

15.   Cross_level_large = Merge(L[l,k] , Ck); 

16.        } 

17.        L[l] = Uk L[l,k]; 

18.   } 

Explanation of algorithm 1: According to 

Algorithm, the discovery of frequent items 

at each level l proceeds as follows: 

 At level-1, the frequent itemsets 

derived as done in L [1, 1] i.e., Level-1 

frequent -1 itemsets. L [1,1] is derived from 

T [1] by “get_frequent_1_itemsets (T [1] , l 

)”, at any other level l, L [l,1] is derived 

from T [l] by “get_frequent_1_itemsets (T 

[1] , l )” and generating the Candidate 

itemsets of size k with the help of 

"apriori_gen (L[l,k-1])", after scanning the 

transaction table, for each transaction t find 

out the subsets of Candidate itemsets of size 

t with the help of "get_subsets(Ck,t)". Filter 

out those items whose support is smaller 
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then min_sup[l]. Now we get Level-1 

frequent-k itemsets and decrease the 

minimum support by 1 for next level. For 

Cross_level_large we define Merge(L[l,k] , 

Ck), which merge Level-1 frequent-k 

itemsets table with desire Candidate 

Itemsets of size k, Now we find L[2] for 

further processing and continue this process 

up to l=3. 

Experiment: 

We assessed the applicability and effectiveness 

of our approach by conducting some 

experiments using a synthetic transaction 

database. All of the experiments were conducted 

on Pentium 111, 1.4 GHz CPU with 320 MB of 

memory and operating system Windows X.P., 

Net Bean IDE 6.8, j2dk1.4.0-1. We set the level 

number as 3 and there are 18 terminal nodes at 

level 3, 12 generalized items at level 2, and 6 

generalized items at level 1. So, each internal 

node has 2, 3 branches. The proposed approach 

is tested on 100 transactions. In the first stage of 

the experiments, let minimum support be 40% 

(i.e.min_sup =5) and then load the dataset. Run 

MLFM algorithm by retrieving data from 20 

transaction dataset. Then find 1, 2 itemsets and 

[1, 2] combination at level 1 , now take the 

combination from level 1 to level 2 and 3. 

Modify Min_support (50%, 60%, and 70%) and 

make the experiment again. Then we are finding 

many association rules at lower level (i.e. 1, 2, 3, 

4 itemset) and its combination in level 1, 2, 3. 

Our algorithm main aim is to find strong 

association for lower level. Chart 1, 2, 3 shows 

the result of the experiment: the time consuming 

is small comparatively and changes linearly with 

the increase of transaction database and will find 

frequent itemset at lower level with extremely 

low down minimum support. 
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Chart.3 for 3-itemset 
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Conclusion: 

          This paper presents a new algorithm MLFM of                        

mining multi level association rules. MLFM al     

gorithm is efficient for discovery of association rules 

among frequent items.We are using data structure 

appropriately and adding statistic & dynamic idea 

into the algorithm, all frequent 1-itemsets and their 

support members can be generated by scanning target 

database at the first time itself and then all frequent k-

itemsets can be generated by frequent (k-1)-itemsets. 

MLFM reduces the support and then less scanning is 

needed to find frequent itemset than before.  

Moreover, less time will be spent while reusing the 

algorithm after adjusting the parameters. MLFM 

algorithm performs well over other existing 

algorithm. 
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Abstract 
Secure and efficient group communication in mobile ad hoc networks is a very challenging task. Due to 

resource constraints in mobile ad hoc networks, the group key agreement protocols must be efficient. In this 
paper, we analyze different group key agreement protocols to ascertain their suitability for establishment of 
group key efficiently for mobile ad hoc networks.  

Keywords: Ad hoc Network, Group Key Agreement Protocol 

 
1. Introduction 

Mobile ad hoc networks [8-10] have attracted 
significant attention recently due to their wide 
applications in different areas. These networks do not 
have fixed infrastructure, such as switching centers or 
base stations. Mobile nodes that are within the 
communication range of each other can communicate 
directly whereas the nodes that are far apart have to 
rely on intermediary nodes (routers) to relay 
messages. The mobility of a node in the wireless ad 
hoc networks can cause frequent changes in the 
network topology. These networks are useful in many 
applications, i.e., military operations, relief and 
rescue operation in disaster area etc. These are very 
attractive option for commercial applications as well. 
Many Multicast and Group-oriented network 
applications can easily be conducted in this relatively 
new network environment, for example, in a 
conference room or in battlefield, users can form an 
ad-hoc network instantly with their wireless devices, 
e.g., notebook computers, Personal Digital Assistants 
(PDAs), or even cell phones, without requiring any 
pre-installed cables or base stations. They can use 
this fast setup ad-hoc network for conducting a 
videoconference, sharing files or even playing 
interactive games. For conducting these applications, 
a group key is often needed for the mobile nodes. 
This group key is created by group key establishment 
protocols. Nature of ad-hoc networks sets certain 
additional requirements for the group key 
establishment protocols. 

   This paper analyzes the various group key 
agreement protocols to ascertain their suitability for 
establishing a group key in mobile ad hoc networks. 

   The rest of the paper is structured as follows: 
In section 2, we describe various group key 

agreement protocols. In section 3, we do complexity 
analysis of these protocols. In section 4, we present 
the simulation analysis of two group key agreement 
protocols which analytically shown the best results in 
section 3, finally section 5 concludes the paper.  
 

2. Group Key Agreement Protocols 
 In a group key agreement all participants 

contribute equally in the key generation and 
guarantee for their part that the resulting key is fresh. 
That is why, group key agreement protocol is also 
known as contributory protocol. These protocols are 
good when there are no previously agreed common 
secrets. The participants might not trust each other 
and need to be convinced that the generated key is 
fresh and random. The first pioneer work for two-
party key agreement is Diffie-Hellman protocol [1]. 

2.1 The INGM Protocol 
Ingemarsson et al. proposed INGM protocol, as 

shown in Figure 1, in [2]. This protocol is one of the 
first natural extensions of Diffie-Hellman 2-party 
protocol. The INGM protocol requires a synchronous 
startup and completes in (n -1) rounds. The 
participants must be arranged in a logical ring. In a 
given round, a participant raises the intermediate key 
value received from its predecessor to the power of 
its own exponent and forwards the result to the 
successor. After (n -1) rounds everyone computes the 
same key nK . rounds everyone computes the same 
key nK . 
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Fig. 1: INGM protocol: round k; [1, 1]k n∈ −  

2.2 The BD Protocol 
Burmester and Desmedt protocol [3] is executed 

in three rounds. Each participant , [1, ]iM i n∈  
performs the following operations: 

Each participant iM  generates its random exponent 

iN  and broadcasts iN
iz α= . 

Every participant iM computes and broadcasts 

1 1( / ) iN
i i iX z z+ −= . 

Each participant iM  can now compute the key 
1 2

1 21 . . ..... modinN n n
n i i iiK z X X X p− −

+ −−=  

The group key has the form 
1 2 2 3 1........ nN N N N N N

nK α + + +=  and shares the security 
characteristics of Diffie-Hellman algorithm. 

2.3 The BD Protocol 
Becker and Willie presented the Hypercube 

protocol in [4]. It intents to overcome the high 
number of messages needed by INGM protocol in [2] 
by logically arranging the nodes in a hypercube. The 
idea behind the hypercube key agreement approach is 
shown in Figure 2 with four participants A, B, C, D, 
who want to agree on a key. Each of them is given a 
two bits address 00, 01, 10, 11 respectively. Let 
contribution by each participant to a 2-party DH be 

AS , BS , CS , and DS .  

   In the first round, as depicted in Fig. 2(a) A 
and B engage a 2-party Diffie-Hellman protocol and 
calculate the key A BS S

ABS α= ; C and D similarly 
calculate the key C DS S

CDS α= . In the next round as 
depicted by Figure 2(b) A and C participate in the 
Diffie-Hellman protocol using ABS  and CDS  as 
random numbers instead of selecting new random 
numbers. In other words, they will generate a key 

AB CDS Sα . Similarly, B and D also participate in the 
Diffie-Hellman protocol to get the key AB CDS Sα . Thus, 
the final key calculated by all participants is 

AB CDS S
ABCDS α= .    For simplicity, It is assumed that 

the number of participants is 2dn = . Each 
participant is assigned a vertex and a unique d-bit 
address from the set nΖ . The protocol runs for d  
rounds. In the jth round, neighbors along the j th 
dimension of the hypercube participate in a 2-party 
Diffie-Hellman protocol. After d rounds all 
participants share the same key. Becker and Wille [4] 
also discussed a protocol named octopus, in which 
participants are divided into four disjoint subgroups, 
and each subgroup has a participant as the header. Let 
A, B, C, D be such four group headers. Participant A 
first builds a secure communication channel with 

each of its subgroup participant Ai. Then Ai generates 
a random ki and sends it to A. A calculates 

( )iA A G A iS k∈= ∏ , where G(A) is the subgroup headed 
by A. Header B, C, and D also generate BS , CS , and 

DS . Then A, B, C, D performs a hypercube key 
agreement protocol described above to get a common 
key AB CDS SK α= . 

 

A
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B

D

A

C

B

D

AB CDS Sα

S SA Bα
00 01

10 11
S SC Dα

00 01

10 11

 

  (a)             (b)  

Fig. 2. Pairwise exchange in a d-cube (a) 

round 1 (b) round 2  

 Then A sends each of its subgroup participants 
the following values: /( ) A iB S kS

ix α= and CDSy α= . 
Note that A knows SAB, ki, BSα , and CDSα . Then 
participant Ai first calculates ik

AB iS x= and then the 
final key as AB CDAB S SSy α= , which is same for all 
group participants. 

2.4 The GDH Protocols 
Steiner et al. proposed two protocols such as 

GDH.2 and GDH.3 as an extension of 2-party Diffie-
Hellman protocol [1], in [6]. 

2.4.1 GDH.2 
At the first stage, as shown in Fig. 3 

contributions are collected from all group participants 
through n-1 rounds. 
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Fig. 3. Stage 1 and 2 of GDH.2 
Protocol 

Each group participant (except the first) receives 
a data set that represents the partial contributions 
from all the group participants that have already 
executed this first stage. The participant adds its 
contribution and sends a new data set to the next 
group participant. As an example, node 4M  receives 
the set { 1 2 3. .S S Sα , 1 2.S Sα , 1 3.S Sα , 2 3.S Sα }, and sends 
the set { 1 2 3 4. . .S S S Sα , 

1 2 4. .S S Sα , 1 2 3. .S S Sα , 1 3 4. .S S Sα , 2 3 4. .S S Sα } to 5M . The set 
sent by the thi node consists of i intermediate values, 
each containing i-1 exponents, and a cardinal value 
containing i exponents that correspond to the 
exponentiation base raised to every contribution 
generated so far. The last group participant, nM , is 
called the group controller. At the end of the first 
stage it receives a data set whose cardinal value is 

1 2 1. .... nS S Sα − and computes the group key 
1 2. .... nS S S

nK α= . 

   At the second stage as shown in Fig. 3 the 
group controller adds its contribution to each 
intermediate value and broadcasts this new data set to 
every other node in the network. Each intermediate 
value now consists of the contribution of all group 
participants except one. In order to compute the 
group key, each group participant iM  identifies the 
appropriate intermediate value (the one that does not 
contain its contribution) and raises it to its 
contribution iS  obtaining nK . 

2.4.2 GDH.3 
In GDH.2 protocol, the i th node does i+1 

exponential operations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Stage 1, 2, 3 and 4 of GDH.3 
Protocol 

  However, in environments such as ad hoc 
networks where nodes are having limited 
computational power, it is desirable to minimize the 
computational effort demanded from each group 
participant. The GDH.3 protocol was proposed in 
order to minimize the demanded computational cost. 
It is similar to GDH.2 protocol but is executed in four 
stages as shown in figure 4. In the first stage 
contributions are collected from the n-2 first group 
participants by means of a single message sent from 
one participant to the next that gathers all the 
previous contributions. In the second stage, Mn-1 adds 
its contribution to the received message and 
broadcasts this new message to the n-2 first 
participants. In the third stage each participant factors 
out its own contribution and sends this result to the 
last group participant. In the last stage, Mn collects all 
the sets from the previous stage, raises each one of 
them to its contribution Sn and broadcasts these 
results to the other group participants, allowing them 
to compute the group key. These protocols have the 
advantage of requiring a low number of messages. 
The GDH.3 protocol has reduced the number of 
exponential operations required for group key 
establishment. Unlike the other presented protocols, 
this protocol suite provides mechanisms for group 
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addition and exclusion, making it unnecessary to 
execute the entire protocol afresh. This characteristic 
reduces the involved costs and provides backward 
and forward confidentiality. 

2.5 The TGDH Protocol 
Yongdae, K. et al. proposed Tree-Based Group 

Diffie-Hellman (TGDH) protocol in [5] as an 
extension of work done by Wallner et al. in [7]. 
TGDH combines a binary tree structure with the 
group Diffie-Hellman technique that is shown in Fig. 
5. They used one-way functions to enhance the 
security in protocol. Each node x  in the key tree has 
two cryptographic keys, a secret key xk  and a 
blinded key ( )x xb g k= .  

M1 M2

(2,0) (2,1)

(1,0) (1,1)

(0,0)

M3 M4

(2,2) (2,3)

l = 0

l = 1

l = 2

N=4

h=3

blinded key Secret key

Fig. 5. TGDH Protocol 
  The blinded key xb  is computed from the 

secret key xk  using the one-way function g . The 
key is blinded in the sense that an adversary with 
limited computational capability can know xb  but 
cannot find xk . The TGDH protocol uses the 
hierarchy in a binary tree to its advantage. Since the 
key tree is a full binary tree, therefore, each node is 
either a leaf or a parent of two nodes. Each leaf node 
in the tree represents a group participant iM . The 
internal nodes are used for the key management and 
do not represent any individual participant. Each 
node of the tree is represented by ( , )l v , where l  is 
its level in the tree and v  is the index of this node at 
level l . The key associated to node ( , )l v is ( , )l vk  and 
its blinded key ( , )

( , ) modl vk
l vb pα= . Each group 

participant contributes equally to the group key. In 
other words, for each internal node ( , )l v , its 
associated key ( , )l vk is derived from its children’s 
keys. TGDH [5] defines ( 1,2 )

( , ) ( 1,2 1)
l vk

l v l vk b +
+ += , which is 

essentially ( 1,2 1) ( 1,2 ).l v l vk kα + + + . The group key is a result 
of contributions by the current participants. The final 
key at the root (0,0) is calculated and subsequently 
hashed to get group key. 

3. Complexity Analysis 
  Table 1 presents a comparative analysis of 

various group key agreement protocols where n, d 
denote number of participants and dimension 
respectively. The sync stands for round 
synchronization. We have taken parameters such as 
number of rounds, number of messages 
communicated, data transmitted, exponential 
operations performed and round synchronization for 
complexity analysis.  

Table 1. Comparison of Group Key Agreement Protocols 

Key 
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t Protocol 
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TGDH 2log n    2. 
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2log n  
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  Figures 6, 7, 8 and 9 depict the graphical 
representation of aforesaid parameters for each 
protocol with respect to the number of group 
participants. It is observed from Table 1 and Figures 
6, 7, 8 and 9 that the INGM protocol needs a large 
number of messages exchanged, transmitted data and 
exponential operations in its execution. However, a 
moderate number of rounds are required.  It is also 
observed that the BD protocol is efficient with 
respect to the total number of rounds. This 
characteristic could allow faster execution, but each 
round requires n simultaneous broadcasts. 
Simultaneous broadcasts are not possible in ad hoc 
networks, because there can be only one broadcast 
message at a given time. Due to this characteristic, 
the deployment of this protocol must use sequential 
broadcast messages. Since each broadcast message 
acts like a round, there is no longer a low number of 
rounds advantage. Another disadvantages are the 
requirement of a high number of exponential 
operations, messages exchanged, data transmitted. 
Therefore, the INGM and BD protocols are most 
costly, which make them very unattractive option for 
mobile ad hoc networks. Moreover, INGM and BD 
protocols are not suitable for dynamic membership as 
well, because these operations require large number 
of exponential computations. TGDH protocol is not 
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suitable for mobile ad hoc networks because it also 
involves simultaneous broadcasts, which are not 
possible in mobile ad hoc networks. It also involves 
extra cost for hash computation, and each node has to 
store the key tree, which needs a lot of memory. It is 
observed from the Table 1 and Figures 6, 7, 8, and 9 
that the hypercube and octopus protocols are good in 
first four parameters, but these protocols need round 
synchronization like other protocols except GDH 
protocols. This means a protocol round can only be 
initiated after the previous round has been completed. 
This leads to the need of a synchronizer mechanism 
that guarantees all the participating nodes receive the 
messages intended to them at every round. The use of 
this kind of mechanism increases the execution time 
and the number of transmitted messages that varies 
with respect to the complexity of the synchronizing 
mechanism. The protocols such as GDH.2 and 
GDH.3 present advantages in all these areas. GDH.3 
shows the best overall performance regarding the 
number of rounds, messages exchanged, transmitted 
data and number of exponential operations performed 
for establishing a group key among nodes. Even 
though GDH.2 is not as efficient regarding these 
parameters. However, it also performs well and gives 
better results over other protocols, since it is more 
efficient regarding the number of messages. 

 

4. Simulation Analysis 
  We have not yet considered some important 

features that can also affect group key agreement 
protocol’s performance in mobile ad hoc networks, 
i.e., network connectivity, packet forwarding, and the 
medium access and routing protocols. In real world 
scenarios, when a message is transmitted through a 
path consisted of three hops, the total amount of 
transmitted data is three times the initial amount. If 
the nodes are geographically far apart, network 
connectivity becomes a problem and may ultimately 
lead to failure of key agreement protocol. Network 
congestion can take place at the medium access 
control (MAC) layer due to collisions, contention and 
random backoffs. Decision of using routing protocol, 
i.e, Ad hoc On-demand Distance Vector (AODV), 
Dynamic source routing (DSR), Temporarily Ordered 
Routing Algorithm (TORA), Associativity Based 
Routing (ABR), and Signal Stability Routing (SSR) 
etc., may also affect performance, as it is necessary to 
discover routes to the destination before sending 
packets. 

   We take aforesaid features into consideration 
in performance analysis of the GDH.2 and GDH.3 
protocols. We use the customized version of Java in 
Simulation Time/ Scalable Wireless Ad Hoc Network 
Simulator (JiST/SWANS) available at [12]. We use 
Ad hoc On-Demand Distance Vector (AODV) 
routing protocol. The simulated wireless nodes use 

the IEEE 802.11 standard and have a 200 meters 
transmission range. The maximum simulation time is 
900 seconds. If the group key is not established 
within this time interval, the key agreement is 
considered unsuccessful. However, it is fair enough 
to establish a group key.  Nodes movement scenarios 
are generated based on most widely used model by ad 
hoc network research community that is Random 
Waypoint mobility model [11]. 

   In mobile ad hoc networks, network 
connectivity performs an important role in key 
agreement. Network connectivity can be affected by 
many factors such as the size of the area in which the 
nodes are located, the number of nodes that constitute 
the network, and the nodes’ speed and transmission 
range. The node density σ  is given by /σ = n a , 
where n is the number of nodes distributed over the 
simulation areaa . There are three approaches for 
changing the device density, first, changing the size 
of the simulation area a  for a fixed number of nodes 
n, second, changing the number of nodes n for a fixed 
area a  and third, changing both parameters 
simultaneously. We use first approach. The square 
simulation area is therefore varied in respect to the 
number of nodes. We select node densities such as 

2(0.2 )R − , 2(0.4 )R − , 2(0.6 )R − , 2(0.8 )R − , 2(0.9 )R −  
and 2( )R −  for our simulation, where 200R = meters 
which is node’s transmission range. 

4.1 Case 1: No Mobility of Nodes 
First, we simulate GDH.2 and GDH.3 protocols 

with no mobility to analyze the effect of node 
connectivity on success rate. Fig. 10 depicts the 
success rate with respect to the number of group 
participants for selected node densities. The key 
exchange success rate is calculated by dividing the 
number of simulations that successfully established a 
group key by the total number of simulations 
executed. In case of node densities such as 

2(0.2 )R − , 2(0.4 )R − and 2(0.6 )R −  the network 
connectivity is high, therefore, most of the time group 
key agreement is successful. It is also observed that 
the group key agreement success rate decreases with 
the decrease in node density. It is also observed that 
an increase in number of nodes for a selected node 
density results in decrease in success rate. Rationale 
behind this is, as the area increases with the 
increasing number of nodes, there is a higher 
probability that in a larger area there will be at least 
one node unreachable to the others that impedes the 
protocol execution. 

   Fig. 14 and 15 depict the total amount of data 
transmitted with respect to the number of group 
participants for selected node densities at MAC layer 
in GDH.2 and GDH.3 protocols respectively. We 
observe from these figures for a selected node 
density, as the number of group participants grows, 
the amount of transmitted data increases. For GDH.3 
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protocol this growth is substantial then the linear 
growth as observed from Table 1 and Fig. 15. This is 
due to packet forwarding through multiple hops since 
at each hop new messages are generated and 
forwarded to the receiver increasing the total amount 
of data transmitted in the network. As the node 
density decreases, the total amount of transmitted 
data increases due to the greater distance between the 
nodes, which tends to increase the number of hops 
necessary to forwarded transmitted messages. It can 
readily be observed that GDH.3 protocol transmits 
about half the amount of data as the GDH.2 protocol. 
This is due to the packet header overhead. For the 
GDH.3 protocol this overhead is constant since all 
the messages have constant size. For the GDH.2 
protocol as the number of group participants 
increases, so does the messages sizes that ultimately 
result in high header overhead. 

   Fig. 22 and 23 depicts execution times with 
respect to the number of group participants for 
selected node densities of GDH.2 and GDH.3 group 
key agreement protocols respectively. We observe 
from these figures, the protocols execution time 
increases as the number of group participants 
increases and the node density decreases. The 
execution times are almost similar for both protocols. 

4.2 Case 2: Mobility of Nodes 
To observe the effect of mobility of nodes on 

success rate of GDH.2 and GDH.3 protocols, these 
are simulated in scenarios with continuous node 
movement with speeds around 2 meters per second. 
For a density of 2(0.2 )R − , the success rate as shown 
in Fig. 11 for both protocols increased to 
approximately 99% and for lower densities such as 

2(0.4 )R − , 2(0.6 )R − , 2(0.8 )R − , 2(0.9 )R − , and 2( )R −  
success rates have improved considerably as 
compared to the static nodes scenario as shown in 
Fig. 10. Node movement therefore favors network 
connectivity by changing network topology and 
increasing the probability a node communicate with 
others. The total amount of transmitted data is almost 
equal in both scenarios asshown in Fig.16 and 17. 

   It is observed from Fig. 24 and 25 as the node 
densities increases the protocol execution time 
increases with mobility that is due to factors like 
topology changes which leads to execution of route 
discovery procedures by the routing protocol.  

4.3 Case 3: No Mobility in Subgroups 
To depict the group mobility scenario, we select 

the Reference Point Group Mobility (RPGM) model 
[11]. In this model, nodes are clustered to form 
subgroups and each node in a subgroup has two 
components in its movement vector. The individual 
component is based on the random waypoint model. 
A node randomly picks a destination within the group 
scope and moves towards that destination at a fixed 
speed. Once the node reaches the destination, it 

selects another destination randomly and moves 
towards it after a pause time. This behavior is 
repeated for the duration of the simulation. The group 
component of mobility is shared by all nodes in the 
same group and is also based on the random 
waypoint model. However, the destination is an 
arbitrary place in the entire system. This mobility 
model is most suitable to represent certain 
applications, i.e., deployment of platoons in war zone 
and movement of individual soldier in his area to 
keep tab on enemies. Yet another example is 
deployment of rescue and relief teams in disaster area 
and movement of each member in its area of 
operation. In our selected scenario, the subgroups are 
composed of 10 nodes and the area defined for each 
subgroup is 100× 100 square meters, so that all of the 
nodes from a same subgroup are close together and 
can communicate directly.  

   The GDH.2 and GDH.3 protocols were 
initially simulated for scenarios with no mobility. The 
obtained success rates presented in Fig. 12 are lower 
than those obtained for scenarios with independent 
node movement. This poor performance is due to 
node concentration, which results in low connectivity 
among the subgroups. 

   The total amounts of transmitted data for this 
kind of scenario are lower for both protocols than 
those scenarios with no subgroups. This reduction is 
due to the proximity among the nodes of a same 
subgroup. Since all nodes that belong to a same 
subgroup are adjacent regarding the sequence 
wherein the group key contributions take place, 
messages transmitted during the protocols execution 
are initially restricted to a subgroup, and are therefore 
transmitted with no connectivity problems and 
always by one hop, before of they are forwarded to 
the next subgroup. 

   Node gathering in subgroups leads to 
reduction in data transmitted as shown in Fig. 18 for 
GDH.2 protocol approximately by 25% for a density 
of 2(0.2 )R − and approximately by 39, 46, 51, 56, 
61% respectively for node densities 2(0.4 )R − , 

2(0.6 )R − , 2(0.8 )R − , 2(0.9 )R −  and 
2( )R − respectively. Therefore, this kind of scenario 

has greater effect on scenarios with lower node 
densities by diminishing the average number of hops 
and consequently in the amount of transmitted data. 

   For GDH.3 protocol as shown in Fig. 19, 
reduction in transmitted data is approximately 22% 
for a density of 2(0.2 )R −  and approximately by 18, 
15, 13, 12, and 10% for node densities 

2(0.4 )R − , 2(0.6 )R − , 2(0.8 )R − , 2(0.9 )R −  and 
2( )R − respectively. Subgroup scenarios, therefore, 

play a minor role reducing transmitted data as node 
density diminishes. This is due to the fact that 
subgroups diminish the average number of hops 
necessary to transmit messages on the first stage of 
both the protocols. For the stages (2 of GDH.2 and 
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stages 2, 3, and 4 of GDH.3 protocol) of protocols, 
this effect of economy is minor because transmission 
occurs between one (GDH.2) or two (GDH.3) 
specific nodes and all the others, i.e., between a 
subgroup and all the others. Therefore, these rounds 
do not suffer from such a significant decrease on the 
average number of hops. As the GDH.3 protocol 
transmits about three times higher the number of 
messages than the GDH.2 protocol does in these 
stages, the decrease in the transmitted data is less 
significant. 

   Comparison between the execution time for 
this kind of scenario and scenarios without subgroups 
shows that for a density of 2(0.2 )R − the execution 
time decreases approximately by 35% for GDH.2 as 
shown in Fig. 25, and approximately by 25% for 
GDH.3 protocols as shown in Fig. 26. This is again 
due to one hop communication within each subgroup. 
In case of GDH.2 protocol for node densities 

2(0.4 )R − , 2(0.6 )R − , 2(0.8 )R − , 2(0.9 )R −  and 2( )R − , 
the execution time increases approximately by 18, 16, 
15, 14, and 13% respectively and in case of GDH.3 
for 2(0.4 )R − , 2(0.6 )R − , 2(0.8 )R − , 2(0.9 )R −  and 

2( )R −  node densities, the execution time increases 
approximately by 22, 21, 19, 18, and 16% 
respectively. Since the time necessary for 
transmitting messages inside a subgroup is practically 
constant, the increase is due to extra time necessary 
for communications between subgroups and lower 
connectivity among subgroups.  

4.4 Case 4: Mobility in Subgroups 
The GDH.2 and GDH.3 protocols are also 

simulated for scenarios with subgroups where the 
nodes are in constant movement at speed around 2 
meter/sec. The obtained success rates, as illustrated in 
fig. 13, show improvement when compared to 
scenarios with no mobility. For densities of 

2(0.2 )R − and 2(0.4 )R − the success rates are around 
96% and for a densities 2(0.6 )R − and lower the 
execution of the protocols is good as compared to 
scenario with static nodes. 

   We observe from Fig. 20 and 21 the amount of 
transmitted data is almost same in this case and the 
case with static nodes in the subgroups.  

   It has also been observed from fig. 28 and 29 
that the execution times for node densities 2(0.2 )R − , 

2(0.4 )R − and 2(0.6 )R −  are similar to those obtained 
with static nodes in the subgroups and for lower 
densities such as 2(0.8 )R − , 2(0.9 )R −  and 2( )R −  there 
is an increase in execution time due to topology 
changes.  

5. Conclusion 
The paper analyzed the various group key 

agreement protocols based on 2-party Diffie-Hellman 
protocol for their suitability for mobile ad hoc 
networks. The GDH.2 and GDH.3 protocols 

presented good performances regarding the number 
of messages, amount of transmitted data and the 
number of exponentiation operations performed for 
group key agreement. Also, these protocols do not 
need round synchronization and allow for group key 
refresh without the need to execute the entire protocol 
afresh. Number of rounds required in GDH protocols 
is also moderate. Simulation analysis is done based 
on most widely used and accepted models such as 
random waypoint mobility model and reference point 
group mobility (RPGM) model. Simulation of 
GDH.2 and GDH.3 protocols show whenever the 
node density is reduced, the protocols’ executions 
times increases, that is, due to low connectivity 
among nodes. Mobility favors the group key 
agreement by increasing network connectivity at the 
cost of higher execution time. In case of subgroup 
movement of nodes, higher node densities are needed 
for good connectivity among the subgroups. The total 
amount of transmitted data and execution time 
decreases due to high node connectivity among nodes 
from a same subgroup. After all deliberations, we 
have observed that the GDH.3 protocol has either 
outperformed or equivalently performed in different 
areas, we have considered so far as compared to 
GDH.2 protocol.  
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Abstract 
    In this approach we are moving towards of design and implement a method to detect the corrosion within the metals, 

the new method will define texture analysis as the main method for this approach, texture analysis, there are author 
enhancement functions used in this approach for the purpose  of  getting less false positive and less false negative. The main 
functions used in this approach beside texture analysis are Edge detection, structure element and image dilation. The new 
approach has designed to detect a part of the image that has been affected by the corrosion, many images has been subject for 
test in the new approach and the result was good lying on detecting the corrosion part from the image. 
 
Keyword:- Corrosion, Object Detection, Texture Analysis, Edge Detection. 



 International Journal of Computational Intelligence and Information Security Vol. 1 No. 2 
      

 71 

1. INTRODUCTION  

The corrosion resistance of metals and alloys is 
a basic property related to the easiness with which 
these materials react with a given environment. 
Corrosion is a natural process that seeks to reduce the 
binding energy in metals. The end result of corrosion 
involves a metal atom being oxidized. Surface 
corrosion on aluminum aircraft skins, near joints and 
around fasteners, is often an indicator of buried 
structural corrosion and cracking. Today, aircraft 
paints are routinely removed to reveal corrosion on 
metal surfaces, and the aircraft must be repainted 
following repairs. Both expensive and time-
consuming, that process can also generate air 
pollution and waste resources. A method is therefore 
needed to detect the early onset of corrosion on metal 
substrates covered by protective coatings, so that 
aircraft primers and need not be stripped [1].  

A less time consuming and inexpensive 
alternative to current monitoring methods is to use a 
robotic system that could inspect structures more 
frequently. Among several possible techniques is the 
use of optical instrumentation (e.g. digital cameras) 
that relies on image processing. The feasibility of 
using image processing techniques to detect 
deterioration in structures has been acknowledged by 
leading experts in the field. 
[12]The analysis of texture in images is an important 
area of study which we can understand some of the 
image characteristics [15] . 

 
 
The aims of texture analysis are texture 

recognition and texture-based shape analysis. 
Rosenfeld and Lipkin [1] stated that texture could be 
studied on at least two levels, statistical and 
structural. On the statistical level, the texture of an 
image is defined by a set of statistics extracted from 
the entire textural regions. On the structural level, a 
texture is considered to be defined by sub-patterns, 
called ‘primitives’. A variety of statistical methods 
such has autocorrelation [2], co-occurrence approach 
[3], edge frequency method [2], primitive length 
features [5], Law’s method [4], etc, have been 
proposed for texture analyses which are based on 
capturing the variability in gray scale images. We 
recognize texture when we see it but it is very 
difficult to define. This difficulty is demonstrated by 
the number of different texture definitions attempted 
by vision researchers. Coggins [6] has compiled a 
catalogue of texture definitions in the computer 
vision literature and we give some examples here. 
• “We may regard texture as what constitutes a 

macroscopic region. Its structure is simply 
attributed to the repetitive patterns in which 
elements or primitives are arranged according to a 
placement rule.” [7]. 

• “A region in an image has a constant texture if a 
set of local statistics or other local properties of 
the picture function are constant, slowly varying, 
or approximately periodic.”  [8]. 
 

• “The image texture we consider is nonfigurative 
and cellular. An image texture is described by the 
number and types of its (tonal) primitives and the 
spatial organization or layout of its (tonal) 
primitives. A fundamental characteristic of texture 
[17]. 

• It cannot be analyzed without a frame of reference 
of tonal primitive being stated or implied. For any 
smooth gray-tone surface, there exists a scale 
such that when the surface is examined, it has no 
texture. Then as resolution increases, it takes on a 
fine texture and then a coarse texture.” [9] 

• “Texture is defined for our purposes as an 
attribute of a field having no components that 
appear enumerable. The phase relations between 
the components are thus not apparent. Nor should 
the field contain an obvious gradient. The intent 
of this definition is to direct attention of the 
observer to the global properties of the display 
i.e., its overall “coarseness,” “bumpiness,” or 
“fineness.” Physically, none numerable (a 
periodic) patterns are generated by stochastic as 
opposed to deterministic processes. Perceptually, 
however, the set of all patterns without obvious 
enumerable components will include many 
deterministic (and even periodic) textures.” [10] 

• “Texture is an apparently paradoxical notion. On 
the one hand, it is commonly used in the early 
processing of visual information, especially for 
practical classification purposes. On the other 
hand, no one has succeeded in producing a 
commonly accepted definition of texture. The 
resolution of this paradox, we feel, will depend on 
a richer, more developed model for early visual 
information processing, a central aspect of which 
will be representational systems at many different 
levels of abstraction. These levels will most 
probably include actual intensities at the bottom 
and will progress through edge and orientation 
descriptors to surface, and perhaps volumetric 
descriptors. Given these multi-level structures, it 
seems clear that they should be included in the 
definition of, and in the computation of, texture 
descriptors.” [11] 

2. RELATED WORK  

In [13] new simple methodology for the 
assessment of the crown corrosion in concrete sewer 
pipes was developed based upon the principle that the 
surface roughness increases when concrete corrodes. 
The roughness was quantified by correlating the 
depths of the surface pits to the lengths of shadows 
produced in a single source of incident light. A 
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computer program was used to reconstruct a pseudo 
three-dimensional concrete exterior and obtain the 
averaged corrosion rate[17]. 

In [14] in this paper that the use of non-
parametric classifiers based on learning algorithm 
enables the proposed approach to be used in small 
robots and portable devices for corrosion diagnosis. 
As the neural network classifiers store the knowledge 
in the neurons weights, there is no need to store all 
data as in the parametric methods [17]. 

3. M ETHODOLOGY  

In this approach we will design and implement a 
method to detect the corrosion within the metals, the 
new method will define texture analysis as the main 
method for this approach, texture analysis normally 
implement to segment a special objects, however 
texture analysis can not stand alone without 
enhancing the images, whereby, the object will be 
easy to detect. The main assistance functions will be 
edge detection, create structure elements and finally 
dilate the edge of the structured objects. The expected 
result will be a system can detect the corrosion. 
Below in figure 1 is the Pseudo-code of the new 
approach [17]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 New Approach Pseudo-Code 

3.1 RANGE FILTER  

This texture filter has been invented originally to 
calculate the local range of an image. These statistics 
can characterize the texture of an image because they 
provide information about the local variability of the 
intensity values of pixels in an image. For example, 
in areas with smooth texture, the range of values in 
the neighborhood around a pixel will be a small 
value; in areas of rough texture, the range will be 
larger [17]. 

 
 
 
 
 
 
 
 
 
 

Read 

Convert image to 

gray image 

Texture analysis 

Edge detection  

Structure element  

Dilation  

Write image  

End 
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Consider we have matrices 

A= 

1 2 3 4 5 

6 7 8 9 10 

11 12 13 14 15 

16 17 18 19 20 

 

B= 

 

 

 

 

 

By find the maximum and the minimum around 
7 then subtract (max) – (min), the result will be 12.  

 

3.2  EDGE DETECTION  

Edge detection is the process of finding sharp 
contrasts in intensities in an image. This process 
significantly reduces the amount of data in the image, 
while preserving the most important structural 
features of that image. Canny edge detection operator 
was developed by John F. Canny in 1986 and uses a 
multi-stage algorithm to detect a wide range of edges 
in images, The Canny edge detector uses a filter 
based on the first derivative of a Gaussian, because it 
is susceptible to noise present on raw unprocessed 
image data, so to begin with, the raw image is 
convolved with a Gaussian filter. The result is a 
slightly blurred version of the original which is not 
affected by a single noisy pixel to any significant 
degree [9]. 

  

 

 

Figure 2 Example of Canny Edge Detection [15] 

4. Testing Result 

Below the output figures include a tables, these 
table has five fields, sequentially, a, b, c, d and e, 
where (a) is the original image, (b) is the gray level 
image, (c) is the texture filter, (d) is the Edge 
detection, and finally (e) is the final enhanced image 
[17]. 

 

a  
 

b  
 

 
 

c  

 

d  

e  

 
 

  
 
 
 
 
 
 
 
 

 

Figure 2 System Output  
Other test in figure 3 shows more complex 

corrosion, in figure 3 the caption was for image that 
has two parts, one part affected by corrosion and 
other part was not. 

The output shows a good accuracy of using the 
new approach to detect the corrosion on the image 

 

 

 

6 7 7 7 6 

11 12    
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a  
 
 

 
 

b  

 
 

c  

 
 

e  
 
 

 
 

f  

 
 
Figure 3 Other Corrosion Detect by the System 

5. CONCLUSION   

Image-base approaches have been widely used 
to detect the objects, and classify it. It has represented 
less time consuming and inexpensive alternative. 
Many techniques and functions were involve on the 
image processing to achieve an accurate methods on 
detect, recognize and classify the target, the most 
popular methods on these area are, texture analysis, 
image segmentation and many other functions. 
Texture analysis is one of the most important 
characteristics in the image processing; in this paper 
texture analysis through range filter has been 
proposed to detect the corrosion within the plates. 
The proposed solution has focused on the rough 
texture of the corrosion areas, and identifies the 
simple texture as non-corrosion area. The test has 
shows a good result in term of detecting visible 
corrosion, as well, we assumed the new approach 
may do the job successfully with the under-paint 
corrosion. 
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Abstract 
Artificial Intelligence is to be considered as Agent Technology because it include search engine. Expert systems 
is an agent. The Fuzzy Agents are independent components   reasoning systems with fuzzy information in the 
system. In this paper Fuzzy Modulations are proposed to deal with the imprecise, inconsistent and inexact 
information to make easy for Knowledge Representation. The DAFRS (Distributed Automated Fuzzy Reasoning 
Systems) is studied using Fuzzy modulations and   Fuzzy agents. These Fuzzy agents are to be   co-operated and 
co-ordinated in distributed environment in DAFRS. A Medical Examples are  given  for DAFRS for real world 
application in the distributed environment. 
Keywords: Fuzzy Modulations, Fuzzy Agents, Fuzzy reasoning, Distributed Fuzzy Reasoning, Fuzzy Medical 
Expert Systems and medical Diagnosis. 
 

1. Introduction 
The problem solving in the system may be 

viewed as a collection of intelligent agents and these 
agents are to be co-operated and co-ordinated in 
distributed environment. The Intelligent agent is the 
agent which deals with independent component 
which reasons based on the knowledge available [19]. 
If the information available to the Agent  is uncertain 
information, it has to deal with Fuzzy logic [14]. 

The fuzzy agent is an intelligent agent which 
deals with uncertainty in the system.  

For instance  

 Rama has Cold                  

 Rama has Cough 

Fuzzy modulations are a type of Predicate 
Logic. Fuzzy module is knowledge representation of 
the Fuzzy proposition. Fuzzy Modulations are the 
Fuzzy modules and are combined with Logical 
operators. 

For instance, 

 “Rama has Cold” is modulated as   

[Cold] Symptom(Rama) 

where Big = Tall and Weight 

 The Fuzzy position “Rama has Headache” 
may be modulated as 

[Headache] Symptom(Rama) 

Rama has cold 

Rama has Cough 

From the above propositions infer 

Rama has Cold or cough 

This may be modulated as 

[Cold V cough] Symptom(Rama) 

  

Fuzzy logic and Fuzzy reasoning are  discussed 
in the following for the Fuzzy modulations and Fuzzy 
agents[5]. These Fuzzy modulations and Fuzzy 
agents are used to study  the Distributed Automated 
Fuzzy Reasoning Systems (DAFRS). 

DAFRS is Intelligent problem solving system in 
the distributed environment in which  the Fuzzy 
agents are to be   co-ordinated and co-operated in the 
Distributed  environment when the inconsistent, 
incomplete and inexact knowledge is available to the 
system.. DAFRS performs reasoning with  the  Fuzzy 
agents and Fuzzy modulations in the Fuzzy agents are 
to be co-ordinated and co-operated with the other 
agents in the Distributed environment. The co-
operation is in three steps. In the First, the Fuzzy 
agent and Fuzzy modulations are  defined for the 
Fuzzy information. In the Second, if the local Fuzzy 
agent has no sufficient information, it connects to 
other  Fuzzy agent for   required information. Third, 
the DAFRS is  to co-operate and co-ordinate to get 
the final solution. 

 

2.  Fuzzy logic and Fuzzy Reasoning 
Zadeh[14,15]  has introduced Fuzzy set as model to 
deal  with imprecise, inconsistent and inexact 
information. Fuzzy set is a class of objects with a 
continuum of grades of membership.  The Fuzzy set 
A of X is characterized  by its membership function 
µA  and ranging   values in the unit interval  [0, 1] 
µA: X �[0, 1], where X is Universe of discourse.         
  Where A  = µA(x 1)/x1  +  µA(x 2)/x2  + … +             
µA(x n)/xn, xi  Є X, “+” is union 
For example, 
 Consider the Fuzzy proposition “x has Cold” and 
The Fuzzy set ‘Cold” is defined as 
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µCold (x) �[0, 1], x Є X 
where Cold = { 0.8/x1 + 0.6/x2 + 0.4/x3 + 0.6/x4 
+0.75/x5} 
For instance “Rama has Cold” with Fuzziness 0.8 
           Fuzzy logic is defined as combination of 
Fuzzy sets using logical operators. Some of the 
logical operations are given below 
           Suppose A, B, C are Fuzzy sets, and The 
operations on Fuzzy sets are given below  
AVB=max(µA(x), µB(x)}              Disjunction 
AΛB=min(µA(x), µB(x)}               Conjunction 
A′=1-µA(x)                                     Negation 
A�B=min {1, (1-µA(x) +µB(x)}  Implication 
A o B=minx {µ A(x), µB(x)}/x        Composition 
The Fuzzy propositions may contain quantifiers like 
“Very”, “More or Less” . These Fuzzy quantifiers 
may be eliminated as 
 µVery(x) =µA(x) ²                Concentration 
µMore or Less(x) = µA(x) ½      Diffusion  
           Fuzzy reasoning is drawing conclusions from 
Fuzzy propositions using fuzzy inference rules[14]. 
Some of the Fuzzy inference rules are given bellow  
 
R1: x is A                          R2: x is A                                    
       x and y are B                     x or y is B                               
       
       Y is AΛB y is AVB 
 
R3: x and y are A           R4: x or y are A    
      y and z are B                  y or z are  B   
     ______________          _____________ 
      y and z are B                   x or z are B 
 
   R5: x is A 
         if x is A then y is B 
          ________________ 
          y is A o (A�B) 
 

3. Fuzzy modulations and Automated 
Fuzzy Reasoning System 

 
          The AFRS( Automated  Fuzzy Reasoning 
System)  is  problem solving system using Fuzzy 
reasoning with  Fuzzy facts and rules[14]. These 
Fuzzy facts and rules are modulated to represent the 
Knowledge available to the system. The Fuzzy  agent 
is independent component which performs  Fuzzy 
reasoning  in AFRS. 
           Consider the following Fuzzy fact and rule for 
the Fuzzy agent in AFRS 
Rama has cold 
If Rama has Cold Then  Rama has Cough 
        From  the above Fuzzy fact  and Fuzzy rule may 
be  modulated as   
[Cold] Symptom (Rama) 
If [Cold] Symptom(Rama) Then [Cough] Symptom 
(Rama)  
which is equal  to [Cold �Cough] Symptom(Rama) 

          The Fuzzy reasoning using above Fuzzy 
modulations for Fuzzy agent  given as 
[[Cold] Λ [Cold� Cough] Symptom(Rama) 
  

4. Distributed Automated Fuzzy     
Reasoning System (DAFRS) 

 
         DAFRS is the problem solving system in the 
Distributed environment with the Fuzzy Dist agents. 
The Fuzzy agents in DAFRS are to be co-ordinated 
and co-operated in the Distributed environment.  The 
DAFRS system is shown in Fig. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig..  DAFRS. 
 
EXAMPLE 1 
 
Consider rule and fact 
Rama has Sugar 
If Rama has Sugar Then  Rama has Blood pressure 
DRAFS1 consists of 
F1: [Sugar] Symptom(Rama) 
F2: If [Sugar] Symptom(Rama) Then [Blood 
pressure] Symptom(Rama) 
From F1 and F2 infer 
F3:[Sugar] o [ Sugar � Blood pressure] 
Symptom(Rama) 
DRAFS2 consists of 
F4: [Sugar] lab_test(Rama) 
F5: If [Sugar] lab_test (Rama) Then [Blood pressure] 
lab_test (Rama) 
Fro F1 and F2 infer 
F6:[Sugar] o [ Sugar � Blood pressure] lab_test 
(Rama) 
From DAFRA1 and DAFRS2 usingF3 and F6 infer 
Sugar] o [ Sugar � Blood pressure] V Sugar] o         [ 
Sugar � Blood pressure] {Symptom V lab_test 
(Rama)} 
 
 

AFRS2 

 

AFRSn 

 

AFRS1 

 

DAFRS 
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EXAMPLE 2 
 
A Medical  example is considered  in the following to 
discuss DAFRS 
DAFRA1 has following  facts and rules 
Rama has Cold 
If Rama has Cold Then Rama has Sneezing 
If Rama has Cold Then Rama has Headache 
The  above Fuzzy facts may be modulated as 
F1:[Cold] Symptom(Rama) 
F2:If [Cold] Symptom(Rama) Then [Sneezing] 
Symptom(Rama) 
F3: If [Cold] Symptom(Rama) Then [Headache] 
Symptom(Rama) 
From F1 and F2 infer 
F4: [Cold o (Cold � Sneezing] [Sneezing] 
Symptom(Rama) 
F5: [Cold o (Cold � Headache][Headache] 
Symptom(Rama) 
DAFRS2 has following rules 
If  Rama has Sneezing Then Rama has Fever 
If Rama has Headache  Then Body pains 
The  above Fuzzy facts may be modulated as 
F6: If [Sneezing] Symptom(Rama) Then [Fever] 
Symptom(Rama) 
F7: If [Headache] Symptom(Rama) Then [Body 
pains] Symptom(Rama) 
From F4 and F6 infer 
F8: [Cold o (Cold � Sneezing] [Sneezing] o                                                               
[Sneezing�fever][Sneezing]Symptom(Rama) 
From F5 and F7 infer 
F9: [Cold o (Cold � Headache] o                                                   
[Headache�.Bodypains][Bodypains] 
Symptom(Rama) 
From F8 and F9 infer 
[Cold o (Cold � Sneezing] [Sneezing] o [Sneezing 
� fever] [Sneezing] V 
[Cold o (Cold � Headache] o [Headache --. Body 
pains] [Sneezing V Body pains] Symptom(Rama) 
      

5. Conclusion 
The Fuzzy modulations are studied  based on 

Predicate logic These Fuzzy modulations are made 
easy  for reasoning by Fuzzy Agents in the DAFRS 
system for AI fuzzy problems and  the Fuzzy Agents 
are to be co-operated and co-ordinate in the 
Distributed environment. Examples are discussed to  
DAFRS. Fuzzy Expert systems are the main 
applications for DAFRS system. Distributed Fuzzy 
Expert systems are usually consisting of imprecise, 
inconsistent and  inexact information and these expert 
systems are to be co-ordinate and co-operated in 
distributed environment. Fuzzy Medical expert 
systems, Fuzzy Geological expert systems and 
General Fuzzy Expert systems are the some of the 
examples of DAFRS system. Medical examples are 

studied for DAFRS for real world  applications. 
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Abstract 
 

We address the problem of network traffic under varied constraints and clustering of packets 
creating time delay in the transport layer and other layers of communication. The congestion of packets in 
any arbitrary node along with this links can be viewed as a hypergraph. In this paper, the given hypergraph 
is partitioned into two partitions, which results in a bisection. Thus, routing algorithms under this 
complicated queueing structure Gi/G/r(x) can be solved by a novel method, which we propose in this paper. 
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1. Introduction 
 
A hypergraph is a generalization of a graph 
wherein edges can connect more than two 
vertices and are called hyperedges. Hypergraphs 
also arise naturally in important practical 
problems. Given a hypergraph H=(V, E), the 
process of finding a partitionment of a 
hypergraph such that some cost function, net cut, 
is minimized. A net cut, is the number of 
hyperedges that span more than one partition, or 
the sum of weights of such edges. Here, we 
address the problem of network traffic under 
varied constraints and clustering of packets 
creating time delay in the transport layer and 
other layers of communication. We have 
attempted new routing techniques based on 
randomized   algorithms [8] on complicated 
networks. The congestion of packets in any 
arbitrary node along with this links can be 
viewed as a hypergraph. In this paper, the given 
hypergraph is partitioned into two partitions [3], 
which results in a bisection. Thus, routing 
algorithms under this complicated queueing 
structure Gi/G/r(x)[7] as suggested by Smith and 
Yeo [7] can be solved by a novel method, which 
we propose in this paper. 

 

 

 

 

2. Basic concepts 

 2.1 Simple Graphs  

       A simple graph is a pair of sets (V, E). 
Elements of V are called vertices. An element of 
E is called an edge. The basic property of an 
edge in a simple graph is that it adjoins two 
vertices. Formally, we identify an edge with the 
two vertices it adjoins. That is, the elements of E 
are specified to be subsets of V of size two. 

       Graphs are also sometimes called networks. 
Vertices are also sometimes called nodes. Edges 
are sometimes called arcs. If u ≠ v are vertices of 
a simple graph and the set {u, v} is an edge of 
the graph, this edge is said to be incident to u and 
v. Equivalently, u and v are said to be neighbors. 

 
2.2 Directed Graphs  
 
       A directed graph or digraph is a pair of sets 
(V, E) where V is a set whose elements are called 
vertices. Now the edges are regarded not as lines, 
but as arrows going from a start (or tail) vertex to 
an end (or head) vertex. Formally, an edge in E is 
specified to be an ordered pair of vertices. In 
other words, E ⊆ V × V, where V × V, the 
Cartesian product of V with itself, is the set of all 
ordered pairs of elements of V.  
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2.3 Weighted Graphs and Paths 

        It is useful to associate a number, called its 
weight, with each edge in a graph. Such graphs 
are called edge-weighted or weighted graphs. 
They may be simple, directed, multi, etc. The 
weight of an edge (u, v) of a digraph is often 
denoted w(u, v). Edges (or nodes) may be 
labeled with elements from some designated set 
of labels, which are called edge (or node) labeled 
digraphs, simple graphs, multigraphs. A path is a 
collection of distinct vertices vi, v2... vt such that 
the edges vivi+1 are in E(G) for all 1 ≤ i  ≤ t-1. 

2.4 Cycle 
 
        A cycle is a path in a graph with the extra 
edge vtv1 also contained in the edge set E(G). 

2.5 Distance 

       The distance between vertices u and v, 
denoted by dist(u, v), is the number of edges in a 
shortest path between u and v. 

 

2.6 Hypergraph 

        A pair of sets H=(V,E), where V is the set of 
vertices of the hypergraph and E is the set of 
hyperedges of the hypergraph. Each hyperedge 
in a hypergraph is a non-empty subset of V, the 
size of this subset is called the hyperedge’s 
degree. Vertices and hyperedges optionally have 
non-negative numeric weights. A weight of 0 
usually means that the edge or the vertex is 
deleted. Weights usually have additive 
semantics, e.g., two weighted edges e1 and e2 
connecting the same pair of vertices can be 
replaced with a single edge e3 such that W(e3) = 
W(e1) +W(e2) 

 

2.7 Hypergraph Partitioning 

        The process of finding a partitionment of a 
hypergraph such that some cost function, such as 
net cut, is minimized. When the solutions must 
additionally satisfy balance constraints, the 
process is called balanced hypergraph 
partitioning. Hypergraph partitioning that results 
in two partitions is called bisection. 

 

 

 

2.8 Cut 

       A hyperedge ‘e’ of hypergraph is cut if, with 
respect to a particular partitionment, its vertices 
are mapped to more than one partition. The net 
cut of a partitionment is the total number of 
hyperedges that are cut. The weighted net cut of 
a partitionment is the sum of the weights of 
hyperedges that are cut. 

2.9 Spanning Trees 

        Given a connected, undirected graph, a 
spanning tree of that graph is a subgraph which 
is a tree and connects all the vertices together. A 
single graph can have many different spanning 
trees. A minimum spanning tree (MST) or 
minimum weight spanning tree is then a 
spanning tree with weight less than or equal to 
the weight of every other spanning tree. 

 

3. Our Approach 

An alternative solution of Gi/G/r(x) queue is 
considered, an easy throughput of packets in 
traffic with congestion by employing the 
conversions in three phases, namely, 

                  i.  hypergraph to graph 

                 ii.  graph to spanning tree and 

                iii.  linkage of spanning trees. 

 

3.1 Creating the graph 

        The graph is created with the number of 
nodes entered. Each edge formed has a weight 
associated with it. The graph is created with the 
validation that checks whether the edge is valid 
or invalid. If is a valid edge, the edge is taken 
with its weight.  

 

3.2 Constructing the spanning tree  

        The spanning tree is constructed in such a 
way that all the n-1 edges are included in the 
spanning tree. Each edge to be inserted in the 
spanning tree is based on the priority queue. The 
weight of each edge is compared before it has 
been inserted into the spanning tree so as to 
obtain the minimum spanning tree. 
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3.3 Linkage of spanning trees 

        The spanning trees constructed are linked 
by merging the vertices into larger groups of 
vertices. The weight of each group is the sum of 
the weights of its vertices.  

 
4. Data, Analysis and Results 

 

4.1 Sample Data 

       PARTIONING THE GRAPH 

 

Enter number of nodes : 5 

Enter edge 1(0 0 to quit): 1 2 

Enter weight for this edge : 7 

Enter edge 2(0 0 to quit): 2 3 

Enter weight for this edge : 8 

Enter edge 3(0 0 to quit): 4 1 

Enter weight for this edge : 3 

Enter edge 4(0 0 to quit): 3 4 

Enter weight for this edge : 3 

Enter edge 5(0 0 to quit): 3 5 

Enter weight for this edge : 4 

Enter edge 6(0 0 to quit): 0 0 

 

4.2 Analysis 

       We have implemented the approach 
presented in section 3. A part of the         
implementation is presented here. We have 
presented the important functions create_graph() 

and sort().  

        In the create_graph() function, after 
validation, graph has been created using adjacent 
linked list.  

        In the sort() function, the created graph is 
partitioned into two. Then, the minimal spanning 
tree for each partition is formed by removing the 
edge with the maximum weight in each cycle. 

 

 

 

 

void create_graph() 

{ 

int i,wt,max_edges,origin,destin; 

printf("Enter number of nodes : "); 

scanf("%d",&n); 

max_edges=n*(n-1)/2; 

for(i=1;i<=max_edges;i++) 

{ 

printf("Enter edge %d(0 0 to quit): ",i); 

scanf("%d %d",&origin,&destin); 

if( (origin==0) && (destin==0) ) 

break; 

printf("Enter weight for this edge : "); 

scanf("%d",&wt); 

if( origin > n || destin > n || origin<=0 || 
destin<=0) 

{ 

printf("Invalid edge!\n"); 

i--; 

} 

else 

insert_pque(origin,destin,wt); 

} 

if(i<=n-1) 

{ 

 printf("Spanning tree is not possible due 
minimum number of edge\n"); 

  exit(1); 

} 

} 

 

void sort(int v1,int v2) 

{ 

  int ver[MAX],i,j,n1,vc=0,x,y,z;  

  ver[0]=0; x=v1;  y=v2;  n1=count; 
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   for (i=1;i<=n1;i++) 

  { 

    if(stree[i].u==y) 

 {       y=stree[i].v; 

                     part1[++pc1]=stree[i]; 

                    ver[++vcount]=stree[i].u; 

                   stree[i].u=-2; 

             } 

   }   } 

and so on. 

 

4.3 Results 

 

Edges to be included in spanning tree are : 

4->1 

3->4 

3->5 

1->2 

Enter the vertices of the edge to be removed...4 1 

part 1  :1->2 

Weight of partition 1 :  7 

part 2 : 3->4   3->5 

Weight of partition  2  : 7 

 

5. Conclusion 

       The above approach is suitable for networks 
under different topologies and partitioning 
problems in design and implementation. It is 
interesting to consider applying the present 
approach to a broader range of practical 
problems. One of the problems is network 
analysis. Most of the networks are modeled as 
simple graphs. It might be more sensible to 
model them as hypergraphs, such that complex 
interactions can be handled in a better way. This 
resorts to the concept of a hypergraph. 
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